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Abstract—Many networked embedded sensing and control sys-
tems can be modeled as hybrid systems with interacting continuous
and discrete dynamics. These systems present significant chal-
lenges for monitoring and diagnosis. Many existing model-based
approaches focus on diagnostic reasoning assuming appropriate
fault signatures have been generated. However, an important
missing piece is the integration of model-based techniques with
the acquisition and processing of sensor signals and the modeling
of faults to support diagnostic reasoning. This paper addresses key
modeling and computational problems at the interface between
model-based diagnosis techniques and signature analysis to enable
the efficient detection and isolation of incipient and abrupt faults
in hybrid systems. A hybrid automata model that parameterizes
abrupt and incipient faults is introduced. Based on this model,
an approach for diagnoser design is presented. The paper also
develops a novel mode estimation algorithm that uses model-based
prediction to focus distributed processing signal algorithms. Fi-
nally, the paper describes a diagnostic system architecture that
integrates the modeling, prediction, and diagnosis components.
The implemented architecture is applied to fault diagnosis of a
complex electro-mechanical machine, the Xerox DC265 printer,
and the experimental results presented validate the approach. A
number of design trade-offs that were made to support implemen-
tation of the algorithms for online applications are also described.

Index Terms—Bayesian mode estimation, data association, hy-
brid systems, monitoring and diagnosis, printing systems.

I. INTRODUCTION

MANY man-made electro-mechanical systems such as
automobiles or high-speed printers are best described

as hybrid systems. The dynamics of a hybrid system com-
prises continuous state evolution within a mode and discrete
transitions from one mode to another, either controlled or
autonomous. For example, an automobile can operate in mul-
tiple modes, such as the acceleration phase and the cruising
phase. A printer may have a paper feeding phase followed by
a registration phase. For each mode of operation, the system
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dynamics is governed by a different continuous behavioral
model. Control signals, such as gear shift, may transition the
system from the current mode to a different operating mode.
This is an example of a controlled transition. Other transitions
are autonomous because they are governed by the values of
internal state variables. For example, when a paper feed roll
contacts a sheet of paper, a printer transitions to a new mode,
where the paper starts to move.

A challenge addressed in this paper is modeling of both
abrupt and incipient faults in hybrid systems. In a printer, for
example, the operation can be interrupted either by abrupt
failures such as a broken transfer belt or a stalled motor or
by incipient faults describing subtle component degradation
such as roll slippage or timing variations of clutches, motors or
solenoids due to wear. Such events are not directly observable
with the system’s built-in sensors and must be estimated using
system behavioral models and additional sensor information.
Another problem addressed in the paper is monitoring of hybrid
systems that consists of mode estimation and (continuous) state
tracking. Once a system is estimated to be in a particular mode,
a continuous state estimator such as a Kalman filter could be
used to track the continuous state. This paper focuses on the
difficult problem of mode estimation and its application to
sensor-rich hybrid system monitoring and diagnosis.

The contributions of this paper are threefold.

• We present a fault modeling framework that is used to
generate the online diagnoser. Faults affect the behavior
of a hybrid system through both continuous and discrete
dynamics as well as their interactions. We assume that
there are no sensor faults and we present a framework for
fault parameterization based on hybrid automata models
that supports the diagnosis of both abrupt and incipient
faults. Although we focus on hybrid automata with linear
first-order dynamics, our printer example demonstrates
that this class of hybrid systems can address realistic prob-
lems. We use the hybrid model to generate offline the fault
symptom table by simulation which is then compiled into
a decision tree which is used as the online diagnoser. The
approach supports the diagnosis of single faults.

• We design an efficient online mode estimation algorithm
for source separation and data association. The algorithm
integrates model-based prediction with distributed signa-
ture analysis techniques. A timed Petri net model that is
an abstraction of the hybrid system is used to represent
temporal discrete-event behavior. The model generates
event predictions that focus the signal processing algo-
rithms. Mode estimation in turn refines and updates model
states and event occurrences. The algorithm is novel in its
use of model knowledge to drastically shrink the range
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of a time-domain search for events of interest, and has
been experimentally validated on a multisensor diagnostic
test-bed.

• We develop an integrated software system architecture for
online monitoring and diagnosis and experimental valida-
tion of a complex electro-mechanical machine, the Xerox
DC265 multifuction printer. Our software architecture ex-
emplifies two generic principles for the design of effi-
cient diagnostic systems for networked embedded sensing
and control systems: model-driven signature analysis and
utility-driven sensor querying. The prototype diagnostic
system demonstrates the integration of model-based and
signature analysis techniques based on these principles.
Finally, the experimental results illustrate the validity and
the efficiency of our diagnostic approach.

The paper is organized as follows. Section II situates this
work in the context of related approaches. Section III motivates
this work using a significant problem from monitoring and di-
agnosis in a printer shop. Section IV overviews the diagnosis
system and its main components. Section V presents the mod-
eling framework and the offline design of the diagnoser. Sec-
tion VI describes the online monitoring approach using a Petri
net based monitoring algorithm. Section VII demonstrates the
approach on the Xerox DC265 multifunction printer.

II. RELATED WORK

Qualitative model-based diagnosis [1], [2] cannot isolate fail-
ures that manifest as small continuous variations in the plant’s
behavior, nor can they provide sufficient resolution to enable
compensatory control of continuous degradations in the plant.
These limitations render such discrete techniques ill-suited for
diagnosis and control of many embedded systems, as demon-
strated in practical applications [3]. Model-based approaches for
continuous systems [4]–[8] are inappropriate for monitoring and
diagnosing hybrid behaviors exhibited by many physical sys-
tems. These techniques typically derive a fault signature matrix
based on analytical redundancy relations and compute fault sta-
tistics for raw sensor signals to form a diagnosis. The compu-
tation task may become prohibitively expensive for hybrid sys-
tems, which exhibit large numbers of possible mode transitions
because models change with every mode transition, and the fault
signature matrix has to be recomputed online.

An important class of approaches for hybrid systems diag-
nosis relies on discrete and/or temporal abstractions of the con-
tinuous dynamics. Hybrid diagnosis based on timed discrete-
event representations has been presented in [9] where the con-
tinuous state is quantized and discrete methods are employed.
The work of [10] extended TRANSCEND [11] for hybrid sys-
tems diagnosis. This framework uses qualitative algorithms for
fault isolation based on temporal causal graphs. Our approach
also uses discrete abstractions, namely a timed Petri net model
and a decision tree diagnoser. One of the main differences is
that we use the timed discrete event model to focus the signal
processing of the discrete-time signal in order to estimate the
mode of the system. The model is also used by the diagnoser to
request sequences of sensor tests based on their discrimination
power and computational cost. This is important for complex

hybrid systems, where the total number of modes and the cost
of communication, sensing, and processing could be prohibi-
tively high.

Another important direction of research is based on par-
ticle filtering methods. A particle filter approach to tracking
multiple models of behaviors is described in [12]. Qualita-
tive diagnosis techniques are used to provide a temporal prior
to focus the sampling of particle filter consistent with the
model prediction. Monitoring and diagnosis based on particle
filtering has also been applied in [13] for a class of hybrid
systems modeled by dynamic Bayesian networks, where the
autonomous transitions between discrete states are only de-
fined using the so-called soft-max conditional probability dis-
tributions. Another particle filtering approach for monitoring
and fault detection of hybrid systems is presented in [14]. A
distributed version of the algorithm applied to a cryogenic
propulsion system can be found in [15]. A performance evalu-
ation of the approach for hybrid systems with discrete sensors
is presented in [16]. A similar approach has been applied for a
planetary rover in [17]. The main weakness of such approaches
is the computational complexity that limits their applicability
to low-dimensional systems.

A different approach for diagnosing a special class of hy-
brid systems is presented in [18], where the fault hypotheses are
modeled using a Markov chain with a Gaussian residual associ-
ated with each state and a Viterbi-like algorithm is used to find
the most likely state trajectory. This approach does not consider
the event-driven dynamics that are present in hybrid systems.
A Bayesian network approach to tracking trajectories of hybrid
systems is described in [19] based on a method of smoothing
that backward propagates evidence to re-weigh earlier beliefs so
as to retain weak but otherwise important belief states without
explicitly tracking all the branches over time.

A problem that is directly related to diagnosis is state es-
timation of hybrid systems. An approach based on banks of
extended Kalman filters is presented in [20]. Keeping track of
multiple models and the autonomous transitions between them
is computationally very expensive, therefore, only a limited
number of trajectories that have high probability are traced.
A component-based framework for combining concurrent and
continuous uncertain dynamical systems for simulation, state
tracking, and diagnosis is presented in [21]. A state smoothing
algorithm based on a moving horizon estimation of hybrid
systems, modeled in the mixed logical dynamical form, is pre-
sented in [22]. Our work focuses only on mode estimation.
Once an estimate of the mode is computed, a continuous state
estimator such as a Kalman filter, can be used to track the con-
tinuous state. Also, our signature analysis approach considers
multisensor systems with partially known observation models
and signal mixing.

Finally, our Petri-net-based monitoring algorithm is mo-
tivated by the approaches presented in [23], [24] for fault
monitoring of timed discrete event processes. We have mod-
ified these approaches to develop a monitoring method that
can deal with continuous data streams, which contain signal
contributions from multiple components and mode transitions.
The approach has been demonstrated for the DC265 Xerox
printer that is described in Section III.
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Fig. 1. Paper feed system of the Xerox DC265 printer.

III. APPLICATION EXAMPLE

This work is motivated by the problem of work-flow iden-
tification and fault diagnosis in a document processing factory
(or print shop), where multiple printing, collating, and binding
machines may be placed in proximity of each other. An ex-
ample printer is the Xerox Document Center DC265 printer, a
multifunction system that can print 65 pages per minute. The
system is made of a large number of moving components that
include motors, solenoids, clutches, rolls, gears, and belts. A
fault, such as “no paper” may be caused by abrupt failures,
such as a broken transfer belt, or as a result of subtler compo-
nent degradation, such as roll slippage or timing variations of
clutch, motor or solenoid operation caused by wear. None of
these events are directly observable with the system’s built-in
sensors.

The printer is an example of a hybrid system. For example,
a component, such as the feed motor may be in the ramp-up,
rotating with constant speed, ramp-down, and idle modes, each
of which is governed by a different continuous model. Mode
transitions can be attributed to control events, or continuous
system variables crossing threshold values. For example,
the transition from idle to ramp-up for the motor is caused
by a “turn_motor_on” control event. However, a transition
that represents the acquisition roll contacting the paper is
autonomous, and must be estimated using model and sensor
data. We have instrumented an experimental test-bed, the
Xerox Document Center 265ST printer, with a multisensor data
acquisition system and a controller interface card for sending
and retrieving control and sensor signals. The monitoring and
diagnosis experiments discussed in this section focus on the
paper feed subsystem shown in Fig. 1.

The function of the paper feed system is to move sheets of
paper from the tray to the xerographic module of the printer,
orchestrating a number of electro-mechanical components. The
feed motor takes a 24-V dc input and drives the feed and
acquisition rolls. The acquisition solenoid initiates the feeding
of the paper by lowering the acquisition roll onto the top of
the paper stack. The elevator motor regulates the stack height
at an appropriate level. The wait station sensor detects arrival
of the leading or trailing edge of the paper at a fixed point on
the paper path. The stack height sensor detects the position
of the paper stack and controls the operation of the elevator
motor.

Fig. 2. Acoustic signal for a one-page printing operation of DC265 printer.

In the experimental setup, in addition to the built-in sensors,
audio and current sensors are deployed for estimating events,
which are not directly accessible otherwise. These sensors are
called virtual sensors [25]. For example, estimating the time
at which the acquisition roll contacts the paper can be esti-
mated from audio and current data streams. We use a 14-micro-
phone array placed next to the printer and three current sensors
placed at the ground path of three printer subsystems. Ground
return currents are acquired using three 0.22 in-line resistors.
All audio and current sensor signals are acquired at 40K sam-
ples/sec/channel and 16 bit/sample by a 32-channel data acqui-
sition system. We assume that both the built-in and the current
and audio sensors do not have faults during the experimental
runs.

The control and built-in sensor signals are passed between
the controller and printer components through a common bus.
By using an interface card these control and sensor signals can
be accurately detected and mapped to the analog data acquired
by the data acquisition system. Another controller interface card
is used to systematically exercise components of the printer one
at a time in order to build individual signal templates required
by the mode estimation algorithm.

The paper feed system of the printer has three motors,
ten solenoids, two clutches, and a large number of gears and
belts connecting the motors to different rolls. Many of the
system components may be active at the same time, and hence
the current and audio measurements are the result of signal
mixing—the so-called cocktail party phenomenon in speech
processing, shown in Fig. 2. As the number of event hypotheses
scales exponentially with the numbers of sensors, system com-
ponents, and measurements (Section VI), pulling the relevant
events out of a large number of high-bandwidth data streams
from a multitude of simultaneous sources is a significant com-
putational challenge. This is the main computational problem
addressed in this paper. Signature analysis techniques, such
as the one presented in [26] cannot be directly applied to the
mode estimation task. A model is required to focus on when to
acquire data and where to look for events.
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Fig. 3. Architecture of the prototype diagnosis system.

IV. ONLINE DIAGNOSTIC SYSTEM

We have developed an integrated software system for online
monitoring and diagnosis of the Xerox DC265 printer. Our di-
agnostic system consists of two subsystems, the monitor and the
diagnoser, as shown in Fig. 3. The objective of the monitor is
to detect and estimate discrepancies between the actual and ex-
pected system behavior. The monitor employs a timed Petri net
model and a mode estimation algorithm. The objective of the
diagnoser is to isolate the fault based on the discrepancies be-
tween the actual and the expected measurements. The diagnoser
is based on a decision tree that can be used efficiently for online
diagnosis.

The Petri net has two main functions: 1) detecting faults based
on the deviations between observed sensor events and their ex-
pected values and 2) providing prior probabilities to the mode
estimation algorithm. Discrete-event data from built-in sensors
and control commands of the printer are used to drive the Petri
net model. The model compares observed sensor events with
their expected values. When a fault occurs, the deviation from
the Petri net simulation triggers the decision-tree diagnoser. This
task is analogous to residual generation in observer-based diag-
nosis schemes. The Petri net also provides the temporal prior
for the autonomous transitions that affect the fault to the mode
estimation algorithm.

The mode estimation scheme estimates the occurrences of
events that have to be estimated from measurements made by
the virtual sensors. The mode estimation scheme requests a prior
from the Petri net, which is used to retrieve an appropriate seg-
ment of the audio and current data stream in order to compute
the posterior of the event. The Petri net uses this information to
update model parameters and generate a deviation of the event
parameter for the diagnoser. The process iterates until there are
no more sensor tests to perform, then the diagnoser reports the
current fault candidates.

The decision-tree based diagnoser is computed offline using
a detailed hybrid system model of the paper feed system. The
input to the decision-tree diagnoser consists of deviations be-
tween actual and expected measurements provided by the Petri

net model. Based on these discrepancies, the diagnoser either
waits for the next sensor event from the Petri net or requests ad-
ditional sensor tests from the mode estimation subsystem until
the fault has been isolated. The task of the diagnoser is analo-
gous to residual analysis in observer-based diagnosis.

Our prototype diagnostic system combines model-based
diagnosis with statistical methods for signature analysis. Al-
though, our implementation uses specific modeling formalisms
and algorithms, the architecture is inspired by two generic
principles, model-driven signature analysis and utility-driven
sensor querying. Model-driven signature analysis drastically
reduces the complexity of the estimation algorithms. In our
approach, a timed Petri net model is synchronized with the ac-
tual system to detect deviations between the occurrences of the
expected and actual events. The temporal behavior captured by
the model provides a set of expectations for events and the time
period they are supposed to occur, which are then used as prior
in a Bayesian estimation algorithm. The timing of the events
that are not directly observed are updated using the posterior of
the estimation algorithm. Utility-driven sensor querying selects
sequences of sensor tests based on their discrimination power
and computational cost. Our diagnostic system uses a decision
tree to capture the utility of the sensor tests. This is a fairly
simple but computationally efficient way to query the sensors
and enables online diagnosis for complex systems consisting
of multiple components.

A timed Petri net model that abstracts away details of the
continuous dynamics is used in the online monitor instead of
the hybrid system model for computational reasons. The timed
Petri provides the priors necessary for the estimation using asyn-
chronous discrete event simulation. The design trade-off is that
we cannot estimate continuous states such as the speed of a
motor and therefore, we cannot distinguish between a “feed
motor is slow” fault and a fault in the subsystem (clutch, belt,
and gears) that transfers the drive force from the feed motor to
the paper. The use of timed discrete event systems is reasonable
since the estimation of the feed motor speed from the composite
acoustic and current signals is a very difficult task that would
require not only a more detailed model but also additional sen-
sors. In the experimental test-bed, an optical encoder measures
the feed motor speed. This measurement is not used by the di-
agnostic system but only for validation purposes since the cost
of instrumenting all motors is prohibitive.

V. OFFLINE DESIGN OF THE DIAGNOSER

In this section, we present the design method for the diag-
noser. The proposed method consists of three steps. First, we
introduce a fault modeling formalism based on hybrid automata
[27] for both abrupt and incipient faults. Second, we generate a
fault-symptom table by simulation of the hybrid system model
using specific values of the fault parameters chosen using do-
main specific knowledge (see Section V-B). Finally, we compile
the fault-symptom table into a decision-tree that can be used ef-
ficiently as the online diagnoser. The diagnosability (the ability
to discriminate among every fault pair) of the approach can be
assessed using existing methods using the fault symptom table
generated [28], [29].
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A. Modeling Faults in Hybrid Systems

We present a hybrid system model that contains all the fea-
tures required for modeling the paper feed system. More general
models can be found in [30] and the references therein.

A hybrid system is defined as
where is the set of discrete states or modes of the system,
is the continuous state space, is a finite set of transition labels
or events, is the set of initial conditions,

is the set of (controlled and autonomous) discrete
transitions, is the flow condition for every
mode defined by a differential equation, and is
a partial function that associates a guard condition (represented
as a subset of ) with each autonomous transition. The state of
the hybrid system is described by the pair where
and .

The behavior of the hybrid system is described by inter-
leaving continuous evolution segments and discrete transitions.
Continuous evolution corresponds to the progress of time and
modifies the continuous state according to the flow condition
of mode . Discrete (or mode) transitions change the mode

and and are assumed to be instantaneous. Controlled mode
transitions are induced by external control events (labeled by
symbols from ). Autonomous mode transitions are labeled
by guard conditions which are logical predicates over the
continuous state space . If the continuous state satisfies the
guard condition, then the system transitions to a new mode.

The acquisition solenoid, for example, is modeled as a hy-
brid system with the following modes: 1) idle; 2) pull-in;
3) roll-on-paper; and 4) pull-out. At each mode, the contin-
uous dynamics are defined by a differential equation that de-
scribes the relative displacement of the acquisition roll. The
transition from the mode “idle” to “pull-in” is triggered by an
event issued by the controller. The transition from “pull-in” to
“roll-on-paper” occurs when the acquisition roll contacts the
paper. This transition is autonomous since it is triggered by a
guard condition on the relative displacement of the roll (i.e.,
the continuous state).

The requirement for the hybrid system model is to capture all
critical fault conditions for the paper feed system as derived a
priori from reliability studies. We introduce three types of fault
parameters for modeling incipient and abrupt faults. Fault pa-
rameters in the flow and guard conditions describe incipient
faults and discrete failure modes describe abrupt faults. In the
following, we consider the feed motor to motivate the fault mod-
eling approach.

The most common incipient fault in a motor is a friction fault.
Friction is modeled by introducing a fault parameter in
the differential equation of the mode . To simulate the motor
friction effects, the value of is increased. The nominal con-
dition with no motor friction implies .

In general, at every mode we assume that the contin-
uous dynamics are described by the parameterized system

, where the system’s behavior depends on the
fault parameter and represents the faultless system.
Therefore, we use a finite set of subspaces representing the
possible fault hypotheses , . This set of fault
parameters is denoted by .

Reliability studies for the printer have shown that motor
aging affects also its steady-state angular velocity. The steady-
state value is a reference signal used in a local PID con-
troller. However, aging may slow down the motor causing an
increasing steady-state error between the reference value and
the actual angular velocity achieved by the motor. This incip-
ient fault is a result of the discrepancy between the model used
for designing the controller and the behavior of the degraded
motor. In this case, the steady-state velocity of the motor is
smaller than the nominal value, and therefore, the transition
to the steady-state mode will occur at a lower speed. This is
modeled by parameterizing the guard condition of the transi-
tion from the ramp-up to the steady-state mode using a fault
parameter .

In general, faults in the autonomous transitions are rep-
resented by parameterized guard conditions of the form

where is the fault parameter
and describes the faultless system. Therefore, we use a
finite set of subspaces representing the fault hypotheses

, . This set of fault parameters is denoted as
.

In our approach, the model is used to generate the
fault-symptom table using simulation. For generating the
fault-symptom table we select a finite number of values for the
fault parameters. The degradation of components such as the
motor occurs very slowly in comparison with the printing oper-
ation. Further, for each page printed, the motor is activated for a
short period of time (hundreds of msec). Thus, it is reasonable
to assume that the value of the motor friction is constant for
each print job. The values for these constants are selected from
the specifications for normal arrival of the paper at the wait
station sensor, late arrival, and no arrival (see Section V-B for
details). A similar approach is used to model incipient faults of
other components.

Finally, we introduce discrete states corresponding to faulty
modes of the system that cannot be described by small devia-
tions in the fault parameters. This modeling assumption arises
naturally by the need to represent abrupt component failures.
Reliability studies for the feed motor, for example, have shown
that the most common abrupt fault is that the motor will not en-
ergize. Thus, we consider only one type of abrupt component
faults that describe if the component works or not. Such abrupt
faults are modeled as unobservable events that drive the system
to the faulty modes. We assume that the set of modes of the hy-
brid system is partitioned as where and

are the set of normal modes and faulty modes respectively.
Similarly, we partition the set of transition labeling events as

. The set of failure events labels transitions
to faulty modes. Note that if information about the continuous
dynamics for the faulty modes is available then a flow condition
can be associated with these modes.

Let denote the null event and . Then, the
space of fault hypotheses for the hybrid system is defined as

. The null event, , corresponds to the
case when no discrete fault has occurred and it is included in
for describing hypotheses with only incipient faults. Fault hy-
potheses are described, by the function where
and represents an independent time variable. The problem of
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Fig. 4. Hybrid model for the feed motor.

hybrid system diagnosis is to find the most likely fault hypoth-
esis for the observation history .

Complex systems like the DC265 printer consist of
multiple components. Consider the set of components

and assume that each compo-
nent is modeled by a hybrid automaton. Then, the hybrid model
of the printer is computed using the parallel composition of
the individual hybrid automata [27]. In this case, the set of
system modes can be understood as the product of individual
component modes, i.e., . Similarly,
for the continuous state we have .
The set of events of the hybrid system can be written as

. and the set fault hypotheses can be written as
where .

We present a hybrid model of the paper feed system. We con-
sider only the feed motor, the acquisition solenoid, and a sheet
of paper. Note that for our diagnostic system we also model the
elevator motor that is used to place the paper stack at the correct
position during the printing operation. The model of the ele-
vator motor is similar to that of the feed motor and is omitted.
The feed motor is a dc brushless motor controlled locally by
a PID controller. Reliability studies have shown that the most
common faults for the feed motor are the following: 1) the motor
does not energize; 2) the nominal speed is not reached; and 3)
it takes longer to ramp up. In our experiments, an external op-
tical sensor was instrumented to measure the angular velocity of
the motor to obtain “ground-truth”. This sensor is not used for
diagnosis since it is very difficult and expensive to instrument
all the motors of a printer in this way. The measurements ob-
tained by this optical sensor show that the behavior of the motor
and the local PID controller can be approximated by an inte-
grator system with three distinct modes: ramp up, steady state,
and ramp down. The behavior of the feed motor is captured in
the hybrid automaton shown in Fig. 4.

Initially, the feed motor is idle and the angular velocity is
. Upon receiving the control command “motor_on”,

the feed motor is ramping up according to the equation
. The nominal behavior for the motor of the

Fig. 5. Hybrid model for the acquisition solenoid.

Fig. 6. Hybrid model describing the paper motion.

paper feed system is described by and
, where parameterizes the accel-

eration, and therefore the “ramping-up” time of the motor.
The transition from the ramp-up to the steady-state mode is
labeled by the guard . The nominal steady-state
speed of the motor is (and ). Upon
receiving a “motor_off” control command, the motor ramps
down ( , and returns to the idle position.

The most common faults for the acquisition solenoid are the
following: 1) solenoid does not energize and 2) solenoid ener-
gizes slowly. The hybrid model of the solenoid describes its be-
havior using the relative displacement of the acquisition roll
that is attached to the solenoid. The hybrid automaton model is
similar to the feed motor and is shown in Fig. 5.

A set of gears, belts, and clutches is used to transfer the drive
from the feed motor to the feed and acquisition rolls that drive
the paper. The motion of a sheet of paper in the paper path of
the printer is described by the hybrid system shown in Fig. 6.
The continuous state represents the position of the leading
edge of the paper. The modes for the paper motion correspond
to the paper being stationary, and the paper being driven by the
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acquisition roll or the feed roll. When the acquisition roll con-
tacts the paper stack , the top sheet starts moving
toward the feed roll. As soon as the leading edge of the paper
reaches the nip created by the feed roll , the ac-
quisition roll is lifted and the paper is driven by the feed roll.
When the paper is driven by the feed roll, the paper motion is
described by . The parameter models the
drive transfer from the feed motor to the feed roll through a set
of belts, gears, and clutches and has nominal value . A
common failure for the system is the degradation of the gears
which affects the speed of the moving sheet and may result in
paper jams. Such a degradation is represented in our framework
by . The parameter represents the friction between
the feed roll and the paper with nominal parameter . A
roll that is worn will cause the paper to slip and may also lead
to paper jams. Finally, is a constant that depends on the
geometrical characteristics of the belt, the gears, and the rolls.
Similarly, for the case when the paper is driven by the acquisi-
tion roll we have . Note that the acquisition
roll is driven by the feed motor through the feed roll. Here,
represents the drive transfer from the feed roll to the acquisi-
tion roll, and the friction between the acquisition roll and the
paper. When the leading edge of the paper reaches the wait sta-
tion sensor the feed motor is turned off and the paper
stops.

The hybrid model of the paper feed system is derived
using the parallel composition of the hybrid automata that
model the feed motor, the elevator motor, the solenoid, and
the paper motion. The mode of the overall system is the
product of the component modes and the overall continuous
state is ( denotes the angular ve-
locity of the elevator motor. Therefore, the overall model has

discrete modes and a four-dimensional
continuous state space. The space of fault hypotheses for the
paper feed system is the product of the fault hypotheses for
the components. We have parameterized ten incipient and four
abrupt faults (see Table I). However, as already explained in the
diagnosis approach, we consider only single faults.

B. Generation of the Fault-Symptom Table

The generation of the fault symptom table requires two steps:
1) computing a partition of the measurement and fault hypoth-
esis spaces in order to discretize the continuous measurements
and fault parameters and 2) simulating the hybrid system model
to obtain a qualitative representation of the measurements. Let

denote the independent time variable. For given initial condi-
tions, the state trajectory is denoted as where
is a piecewise constant and a piecewise continuous signal.
For generating the fault symptoms, we consider a collection of
measurements

where describes the sensor model and we denote
.

Our approach is based on a qualitative representation of the
fault hypotheses and the sensor measurements. The abrupt fault

events are represented by the binary values “ ” and “ ” (Yes,
No) and the fault parameters are labeled as normal , above
normal , below normal , maximum value , and
minimum value . The qualitative values were selected
based on the frequent faults that appear in the printer. The
and values are used to distinguish, for example, between
the paper arriving late at the sensor and no paper at the sensor,
respectively. The sensor variables are also discretized and
are represented appropriately either by qualitative values or
binary values.

In the case when the continuous dynamics of the system are
described by first-order integrators as in the paper feed system,
a partition of the hypotheses space using rectangular constraints
can be used to generate a fault symptom table. Assuming single
faults, it is straightforward to show that the qualitative sensor
values depend deterministically on the qualitative fault hy-
potheses. This follows from the fact that hybrid systems with
first-order integrators, rectangular constraints, and without state
jumps admit discrete abstractions that preserve reachability
properties [31]. Therefore, after computing the partition the
fault symptom table can be generated by simulation of the
hybrid system model. Next, we focus on the paper feed system
and illustrate the generation of the fault symptom table.

The most significant problems in the operation of the paper
feed system are late and no arrival of the paper in the wait sta-
tion sensor. In particular, there are two distinct events, the ar-
rivals of the leading and trailing edge at the wait sensor that are
used for the discretization of the fault hypotheses and the sensor
measurements. According to the specifications of the printer, the
paper is considered late at the wait station sensor if the (leading
or trailing) edge arrives 30 ms after the expected time. Further,
if the edge does not arrive within 100 ms after the expected time,
a “no paper” fault is generated.

We have identified 14 faults that affect the arrival of the paper
in the wait station sensor (Table I). All faults are linked to pa-
rameters in the hybrid system model. An abrupt fault is simu-
lated by issuing the corresponding event. For the incipient faults,
we first compute analytically the values of each fault param-
eter that result in late paper arrival and the “no-paper” fault.
Note that this is straightforward for the hybrid model of the
paper feed system since the continuous trajectories are piece-
wise linear. These values partition the fault hypothesis space
into regions that are labeled as normal , above normal ,
below normal , maximum value , and minimum value

based on their effect on the paper arrival. An incipient
fault is simulated by selecting an appropriate value of the corre-
sponding fault parameter. Since the hybrid automaton model of
the paper feed system contains only first-order linear dynamics
and the fault parameters are either additive or multiplicative, the
arrival times of the paper at the wait station sensor are monotone
with respect to the continuous fault parameters. In addition, the
abrupt faults will clearly cause the paper to stop and appropriate
“no paper” events will be issued.

For the fault symptom table, we consider a group of sensor
signals that can be measured either using the built-in sensors or
the virtual sensors (the online estimation algorithm for the vir-
tual sensors is presented in Section VI). The fault symptom table
for the paper feed system is shown in Table I. Only the part that
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TABLE I
FAULTS FOR THE PAPER FEED SYSTEM

affects the leading edge of the paper is shown due to space lim-
itations. The columns of the table correspond to the quantized
deviations of the sensor outputs from the nominal values. We
consider the following sensor outputs: 1) the time that the
leading edge of the paper is detected by the wait station sensor;
2) the pull-in time of the acquisition solenoid; 3) the mea-
surement that takes the value “ ” if the elevator motor ener-
gizes and “ ” otherwise; 4) the measurement that takes the
value “ ” if the feed motor energizes and “ ” otherwise; 5) the
ramp-up time of the feed motor; and 6) the time that the
trailing edge of the paper is detected by the wait station sensor.

We consider the case when the feed motor has high ramp-up
time to illustrate our approach. The ramp-time
represents the time interval in which the angular velocity of the
feed motor increases from to . Assuming ,
we have . The time instant that
the leading edge of the paper arrives at the location of the
wait station sensor is given by

(1)

The arrival time of the leading edge is clearly a decreasing func-
tion of the fault parameter . If the paper will arrive
at the wait sensor later than expected. To compute the values
of the fault parameter that causes a late paper arrival or
“no-paper”, we set
and , respectively,
and solve (1) with respect to to compute - and

- . The fault for the feed motor with high ramp-up time

is simulated by selecting - - in the
hybrid system model and is denoted by in the fault
system table.

C. Decision-Tree Diagnoser

For real-time, embedded applications, the fault symptom
table can be compactly represented by a decision tree using,
for example, the ID3 algorithm [32]. The use of a decision tree
offers efficiency, however, it limits the approach to diagnosis of
single faults. For applications like the printer, a fault cannot be
masked by another fault since there are no faults that cause the
paper to move faster and the probability of having two or more
faults is very low.

The diagnoser receives as inputs two types of observations:
1) observations from built-in sensors which are always acces-
sible with a low cost and 2) observations which are not directly
sensed but are estimated by the mode estimation algorithm using
the virtual sensors. The built-in sensors are used for fault de-
tection and trigger the diagnosis algorithm. The diagnoser will
initially try to isolate the fault using only the built-in sensors.
If this is not possible, then it will use virtual sensors. In order
to take into consideration the cost for using the sensors, we as-
sociate with the built-in sensors a cost equal to 0 and with the
virtual sensors a cost equal to . The objective of the deci-
sion tree generation algorithm is to minimize the weighted cost
of the tree
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Fig. 7. Decision tree for the paper feed system.

where is the prior probability of a fault or faults corre-
sponding to leaf of the tree and is the cost of sensor
test at node of the path to . A decision tree minimizing the
weighted cost is generated by applying the ID3 algorithm in two
phases. First, ID3 builds a tree using only the built-in sensors.
Next, ID3 is applied to leaf nodes of the tree with more than
one fault, and generates subtrees for those leaves using the vir-
tual sensors as shown in Fig. 7.

The diagnostic system traverses the decision-tree and re-
quests sensor tests as indicated by its nodes. The monitoring
algorithm computes the deviations between the expected and
the actual sensor values. The process is continued until there
are no more tests to perform and the diagnoser reports the fault
candidates.

As it can be seen in Fig. 7, not all faults are diagnosable in
our current system. The faults 5 and 14 (“belt is broken” and “no
paper”) have exactly the same symptoms. The motor and the so-
lenoid energize properly but no paper arrives at the wait station
sensor. Currently this problem is addressed by instructing the
user to check if there is paper in the tray. Diagnosing between
faults and requires the estimation of the
speed of the motors in the steady-state mode, and this variable
is not measured in our experimental setup.

VI. ONLINE MONITORING AND DIAGNOSIS

Monitoring and diagnosis of systems such as the DC265
printer require estimating event occurrences such as the ar-
rival of paper, the ramp-up of the motor, and the pull-in of
the solenoid. Events related to the paper motion are directly
observed by the built-in sensors. For the detection of the re-
maining events, we employ the virtual sensors using a Bayesian
estimation method. A model of the system must be used to
provide the prior probability necessary for the estimation. The
estimation algorithm is computationally the most expensive
software component of the diagnostic system since it employs
the audio and current data streams. To perform online diag-
nosis, it is necessary to compute the prior quickly. For this
reason, we use a timed Petri net model instead of the hybrid
system model for monitoring the system. The Petri net model
is a timed abstraction of the hybrid system model. The Petri
net describes the normal operation of the system and it is used
to detect deviations between the actual and expected events.

The basic idea is to synchronize the Petri net model with the
actual system based on the controller commands, detect faults
based on the sensor events, and provide the prior for the mode
estimation algorithm. Thus, the Petri net provides the temporal
prior for the estimation of the autonomous transitions. The prior
distribution describes the expected time of occurrence for such
a transition which corresponds to the nominal condition of the
system as well as the time interval (support of the distribution)
within which the transition may occur in the case of an incipient
fault. Our approach does not assume any particular forms for
the prior distributions, so parametric (e.g., uniform, normal, or
exponential) or nonparametric distributions may be used.

A. Prediction Using a Timed Petri Net Model

The Petri net generates a set of expectations describing events
and the time periods during which are expected to occur. The set
of expectations is maintained online by synchronizing the con-
troller commands with the controlled transitions of the Petri net.
Fault detection is performed by monitoring whether certain au-
tonomous events occur within their expected time period. The
expectations are also used as prior in the Bayesian mode es-
timation algorithm. New expectations are added for the events
enabled by the controller commands and removed when the cor-
responding event occurs in the correct context. For example, an
“acquisition_solenoid_on” event issued by the controller will
generate an expectation for the “drop_acquisition_roll” event
that will occur shortly after the control command. The estima-
tion of the time stamp of this event is crucial for monitoring and
diagnosis since the paper starts moving when it comes in con-
tact with the acquisition roll and not when the controller issues
the corresponding command.

Petri nets are used instead of automata based models for
computational reasons. Petri nets offer significant computa-
tional advantages over concurrent automata when the physical
system to be modeled contains multiple moving objects. For
the printer, it is desirable to compactly describe the movement
of multiple sheets of paper. Petri nets can be used to model
concurrency and synchronization efficiently without incurring
state-space explosion.

An ordinary Petri net structure [33] is represented by
where is a finite set of places, is a finite set of

transitions, is a set of input arcs (from places to tran-
sitions), and is a set of output arcs (from transitions
to places). The marking of a Petri net is defined as a mapping

from the set of places onto the nonnegative in-
tegers which assigns to each place a number of tokens .
We denote that a transition may fire at marking resulting in

by . It is assumed that only a single transition can fire
at any time instant (no concurrency assumption). A firing se-
quence from is a sequence of transitions such
that .

In order to monitor the system, we label the transitions by
events using the labeling function . These
labels are used to manage the transitions in all software compo-
nents of the diagnostic system. The set of events is partitioned
into controlled and autonomous events . Con-
trolled events describe the commands issued by the controller.
The set of autonomous events is further partitioned into built-in
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Fig. 8. Petri net model of the paper feed system.

sensor events and virtual sensor events that cannot be sensed
by the built-in sensors but are important for monitoring the be-
havior of the system, . For the paper feed system,
the controller command “motor_on” is modeled as a controlled
event and the arrival of the leading edge of the paper at the wait
station sensor “LE@S1” is modeled as a built-in sensor event.
The event “drop_acquisition_roll” describes the time instant the
acquisition roll comes into contact with the paper which is mod-
eled as an event in . We denote the occurrence of an event

at time by where is understood with respect to a
global clock.

The set of transitions is also partitioned into controlled and
autonomous transitions based on the labeling
events. Controlled transitions are associated with commands is-
sued by the controller and fire in synchronization with these
commands. The occurrence of the transition is denoted by

where is the firing time. The firings of the au-
tonomous transitions are not known a priori. Let be the set of
closed intervals from the reals . We associate with each
a firing time domain where is understood
relative to the time the transition has been enabled. The firing of
the transition is expected to occur at a time instant within the
time domain.

The Petri net abstracts away the continuous dynamics and de-
scribes only the temporal discrete event evolution of the system.
Hence, it can be used to provide the prior for the Bayesian mode
estimation algorithm. We define the mode
of the Petri net as the set of places that are marked, that is

. Consider the discrete state of the hy-
brid system model . Formally, the Petri
net model is said to be a timed abstraction of the hybrid system
if there exists a bijective mapping and therefore,
given we can uniquely determine by . This
requirement can be satisfied by ensuring that all the events of
the hybrid system model are present in the Petri net model.

The Petri net model for the normal operation of the paper feed
system is shown in Fig. 8. Control commands issued by the con-
troller are synchronized with the appropriate transitions of the
Petri net. For example, the transition labeled by “Ac_sl_on” cor-
responds to the event “acquisition_solenoid_on” and will fire
when the controller issues a command to energize the sole-
noid. The transition labeled by “Dr_ac_rl” corresponds to the
autonomous event “drop_acquisition_roll” that for the normal
operation of the system may occur within a time interval from
the time it was enabled. The transition labeled by “LE@S1” cor-
responds to the event the wait station sensor detects the leading
edge of the paper. This is an event that is used for fault detec-
tion. The timed Petri net model of the paper feed system was
generated manually and it can be shown by enumeration of the
modes that it is a timed abstraction of the hybrid system model
(for the nominal system operation).

Next, we describe how fault detection and monitoring is per-
formed using the Petri net model. For a transition , we define a
consequence as where is an autonomous transition
that is enabled by the firing of and is
the firing time domain. A consequence sequence of is defined
as

Note that a transition may have more than one consequence se-
quences and also a transition may be contained in more than one
consequence sequence. An expectation is defined as
where is the firing time of the transition , and is the
set of consequence sequences of . The objective of the Petri
net is to maintain online the current set of expectations .

If no fault has been detected, the timed Petri net model mon-
itors the system by synchronously firing the controlled transi-
tions and the controlled commands, and simulating the firings
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of the autonomous transitions asynchronously. It is assumed that
the control commands are nonfaulty. Each autonomous transi-
tion with consequence , is assumed
to fire at time instant . The new state is computed by updating
the marking and the global clock of the Petri net.

In the printer, fault detection is based on the arrival time
of the paper, which is detected by the built-in sensors. In
more detail, fault detection is performed by monitoring the
set of consequences where is a sensor
event , that is comparing the actual occurrence of
each sensor event with the expected one described by the
corresponding occurrence. Consider the consequence sequence

where is the latest controlled
transition that affects the firing of . We say that the conse-
quence with is satisfied if
the event occurs at time
where indicates interval addition1. If a consequence is not
satisfied, i.e., it is violated, the monitoring algorithm signals a
fault, computes the qualitative value of the deviation ,
and invokes the decision tree diagnoser to isolate the fault.

Since fault detection is based on interval addition, the time
interval for detecting a sensor event increases and therefore,
the discriminatory power of the corresponding consequence de-
creases as the number of autonomous transitions in a conse-
quence sequence increases. However, in this work the growth
of the interval is curtailed by synchronizing the controlled tran-
sitions with the commands issues by the controller, which are
assumed to be nonfaulty.

After a fault has been detected, the current set of expecta-
tions provides the prior probabilities to the mode estima-
tion algorithm for all the autonomous events that may occur
between the control commands and the fault. All autonomous
transitions that are affected by the fault have to be estimated in
order to determine if the transitions fired and if so, compute the
most likely firing times. These transitions are contained in the
set of consequence sequences. The task of the monitoring al-
gorithm after a fault occurrence is to update the consequence
sequences with the estimated firing times of the autonomous
transitions and maintain a valid set of expectations. The tran-
sitions are estimated in chronological order. Suppose that the
first autonomous transition in the consequence sequences of
is . The mode estimation algorithm (presented in
Section VI-B) estimates the most likely firing time of , say .
Then the monitoring algorithm updates the set of expectations
by replacing by . This process continuous until
all autonomous transitions are estimated. The Petri-net-based
monitoring algorithm is summarized in the following.

Timed Petri Net Monitoring Algorithm
Initialize
if no Fault
for each new event
if and

Simulate and every

1Given two intervals I ; I ; I � I = f� + � j� 2 I ; � 2 I g.

if and
if is satisfied and

if is violated
declare Fault
invoke DecisionTree(deviation)

end
if Fault
for each new event
if and

end

B. Mode Estimation

After a fault has been detected, the decision-tree diagnoser
requests additional sensor tests to be performed in order to iso-
late the fault. These sensor tests include algorithms for esti-
mating the occurrence of autonomous events that are not mea-
sured directly but must be estimated using the data streams of
the audio and current sensors. Such autonomous events are as-
sociated with mode transitions in the Petri net and therefore, the
hybrid system model. Hence, the problem of estimating such
events is equivalent to estimating the mode transitions times of
the hybrid system model. The mode estimation algorithm is for-
mulated with respect to the mode of the timed Petri net.
By construction of the Petri net model, this is equivalent to es-
timating the mode of the hybrid system model.

We associate with the system the following mode transition
sequence , where
means that is the system mode for as-
suming that and . The objective
of the algorithm is to estimate the mode transitions from the
observed data. For an -sensor system, the sensor output vector
is the discrete-time signal , with sampling period
where and is the output
of sensor at time . The data stream of observations
up to time is denoted as .

The mode estimation can be viewed as the mapping
, meaning that the mode estimation

problem is to compute , that
is find the time of the mode transition and the next mode
given the previous mode transitioned at and the ob-
served data stream . The main advantage of using the timed
Petri net model is to focus the mode estimation algorithm to
look for signatures of interest. This is achieved by considering
observations only for a time interval that contains all the events
that are expected to affect the mode transition.

For multicomponent systems, mode estimation is particu-
larly challenging due to the data association problem. Consider
a hybrid system consisting of components

with mode vector .
Note that the mode space of the Petri net can be also un-
derstood as the product of individual component modes of an

-component system. Further, let be the signal contribution
of component to the sensor output. Each could be a
measure of a signal from component alone or a composite
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signal of multiple components. Estimating requires
solving the data association problem where each sensor output

must be associated with the component . We illustrate the
computational difficulties of data association for the hybrid
system mode estimation problem for two cases.

1) Assume there is no signal mixing and each measures a
signal from system component only. The number of pos-
sible associations of ’s with the corresponding ’s is , that
is, it is exponential in the number of sensors at each time step.

2) More generally, each sensor signal measures a com-
posite of ’s through a mixing function . Without prior
knowledge about , any combination of ’s could be present
in ’s. Pairing each with ’s creates associations.
The total number of associations of with (and therefore

) is , that is exponential in the numbers of
sensors and signal sources.

For applications such as diagnosis, it is often necessary to
reason across multiple time steps and examine the history of
mode transitions in order to identify that a component fault oc-
curred in an earlier mode. Each pairing of observations with
components in each time step creates a hypothesis for the mode
transition sequence. As more observations are made over time,
the total number of possible mode transition sequences is expo-
nential in the numbers of sensors and measurements over time.
We address this problem using the temporal prior provided by
the Petri net model in order to reduce the number of sensors and
measurements required for estimating the mode transitions.

The mode estimation algorithm is invoked by a query from
the diagnoser with a request for estimating the occurrence of
a particular autonomous event in order to reduce the
computational complexity of the estimation. The algorithm also
receives as input the current set of expectations maintained
by the Petri net model. The event is associated with the
mode transition by using to label a Petri net
transition . Since is autonomous the corresponding conse-
quence is contained in . The algorithm estimates the
actual firing time of this transition. To achieve this task,
the algorithm must estimate all the predecessor transitions of .
The task is further complicated by the fact that the current set
of expectations may contain multiple consequence sequences.
These challenges are addressed by recursively estimating all the
transitions in while taking into account overlapping transi-
tions from multiple consequence sequences.

Estimation of mode transitions is based on the data streams
received by the sensor array. Each transition is associated with
a data stream, denoted by , of duration . In the paper feed
system, for example, based on training data it can be shown that
the transition described by the event “drop_acquisition_roll” is
associated with a data stream with dura-
tion consisting of current signal components and
acoustic signal components). This association means that the
contribution of the event occurrence to the sensor measurements
is described by and it has duration 25 ms.

Since the firings of transitions may overlap, we have to
consider the so-called cocktail party phenomenon, where each
sensor output is a result of mixing of the individual signal
components. Suppose that in the current set of expectations, ,
there exist totally (after renumbering) transitions

to be estimated. The data stream of each transition is denoted
by where is the signal
component contributed to the sensor by the firing of the
transition . Assuming each sensor output can be written as a
linear superposition2 of possibly time-shifted ’s

(2)

where represents whether the transition con-
tributes to the composite sensor output (whether fires or
not), is the onset of the signal component that represents
the signal arrival time at the th sensor, is the sampling
function (with sampling period ), and denotes the convo-
lution operator. For small distances between the signal sources
and the sensors as in the printer test-bed, the travel time of the
signal is assumed to very small and therefore, represents
accurately the firing time of the transition . Equation (2) can
be written more compactly as

(3)

is an mixing matrix that is a function of the
sensor gains , , and the signal
onsets , , of the form

...
...

. . .
...

where is an -dimensional row vector with el-
ements , . The signal compo-
nents are contained in the -dimensional column vector

and
denotes matrix-vector convolution similarly to matrix-vector
multiplication.

The mode estimation algorithm is based on a Bayesian
approach where the objective is to compute the parameters

and that maximize the posterior probability distribution
. This is a nonlinear estimation problem since the

matrix is an nonlinear function of .
Prediction: The first step in the algorithm is to compute the

prediction for the parameters and . This prediction describes
what combinations of signal components are expected to be
present and how they are shifted within the time
window of interest. The prior probability distributions for in-
dividual faults are computed using training data from reliability
studies and testing. During the run-time phase of the algorithm
these distributions are combined based on the information pro-
vided by the Petri net model. Suppose that at the th step of the
algorithm we want to estimate the occurrence of transition
with firing time domain . From the set of expectations pro-
vided by the Petri net model, we consider every autonomous

2When the signals are nonlinearly superposed, then a nonlinear source sepa-
ration method must be used.
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transition with firing time domain that overlaps with .
The transitions are ordered chronologically and indexed by

. Since each signal component has a nonzero fi-
nite length, it is necessary to account for adjacent events spilling
into the current time window. Therefore we set the time window
of interest to be . The prediction contains the
probability that a transition does not fire within repre-
sented by . Also the probability that fires at time

in and therefore contributes to the sensor output .
We denote this prediction by the joint probability distribution

.
Likelihood generation: The second step is the computation

of the likelihood function. To perform this step, we use training
data to generate the set of signal event templates that char-
acterize the firing of each transition. Practically, we activate
each system component individually multiple times. After fil-
tering and de-noising, we average the sensor outputs to create
a template of duration for each sensor output and
autonomous transition . Given parameters and , the pre-
dicted sensor vector output is . The
likelihood functions for the sensors are assumed to be indepen-
dent of each other. For simplicity, we assume the Gaussian like-
lihood function

where is the residual signal with covariance
matrix and all signals are assumed to be zero outside the
time window . For non-Gaussian multimodal priors and like-
lihood functions, techniques such as mixture models or particle
filter could be used.

Posterior update and parameter estimation: In the final
step of the algorithm, we update the posterior distribution ap-
plying the Bayes rule

and we compute the parameters and that maximize the pos-
terior by solving the following optimization problem:

In general, this is a multidimensional optimization problem. A
brute-force search of the space is complete but has exponen-
tial cost in the number of predicted active component sources
since it all combinations of active sources may be present in the
signal. Estimating the actual firing times employs a search for
the maximum peak in the posterior. A gradient-descent search
significantly speeds up the search and usually terminates within
a small number of steps, but at the risk of possibly converging to
local maxima since the posterior is not necessarily convex (see
Fig. 12). For the estimation algorithm to run online, we assume
that only the firing of a single autonomous transition can vary
and we solve multiple one-dimensional optimization problems.
It should be noted that this assumption limits our approach to
diagnosis of single faults.

The parameters and describe the most likely firing of
the transitions and are used to compute the next mode of the
system . The information about the occurrence of the
transition is then send back to the Petri net model that revises the
set of expectations by updating the firing time of the estimated
transitions (as discussed in the Petri net monitoring algorithm).

The mode estimation algorithm starts its execution upon re-
ceiving a request for estimating a particular event from the diag-
noser. First, it recursively estimates all the transitions leading to
this event as provided by the Petri net model. After it estimates
the event of interest, it returns its firing time (or no firing time)
to the Petri net and terminates waiting for another query. The
algorithm is summarized in the following.

Mode Estimation Algorithm
Initialize Transition to be esti-
mated;
Current set of expectations

;
Mode ;

Compute the set , of transi-
tions from that may fire in
for
(1) Prediction
Compute the time window of interest

(2) Likelihood generation

where and
.

(3) Parameter estimation

(4) Update
Update the mode in the Petri net
using the estimated
Get updated set of expectations

end

Signal decomposition and Bayesian estimation identify the
signal events that are most likely present, thus eliminating the
exponential factor in associating events with component modes.
The algorithm is suited for a distributed implementation. As-
sume each node stores a copy of signal component templates

. At each step, a few global nodes broadcast the model pre-
diction, and each node locally performs signal decomposition,
likelihood function generation, and Bayesian estimation.

VII. EXPERIMENTAL RESULTS

The diagnosis system presented in Fig. 3 has been demon-
strated on four test fault scenarios, using the Petri net model
of the paper feed system, the automatically generated decision
tree, and the mode estimation algorithm. The system, imple-
mented in Matlab running on a Win2000 PC, sequentially scans
pre-recorded data streams to emulate online monitoring. The
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Fig. 9. Trace of the decision-tree diagnoser.

Fig. 10. High-pass filtered current signal template for “drop_acquisition_roll”
event.

four test cases are: 1) a feed roll worn fault (labeled as “8” in the
decision tree of Fig. 7); 2) a feeder motor belt broken fault (label
“5”); 3) an acquisition roll worn fault (“label 11”); and 4) and a
motor slow ramp-up fault (label “2”). They cover an interesting
subset of system-level faults of the printer. These faults may
cause a delayed paper arrival or no paper arrival at subsequent
sensors. Note the two “worn” cases are not directly observable.
Our algorithm isolates the faults by reasoning across several
sensor tests to rule out competing hypotheses using the deci-
sion-tree. The motor slow ramp-up fault could be estimated by
the corresponding virtual sensor test, but with a substantial cost
for the signature analysis. Instead, our algorithm uses the less
expensive system built-in sensors to monitor and detect faults
and only invokes virtual sensor tests on a when-needed basis.

We trace the execution of the diagnoser for one of the fault
scenarios. The trace is shown in Fig. 9. The paper arrives late at
the wait station sensor. The arrival time is compared with the ex-
pected time to generate a qualitative deviation “ ”, which trig-
gers the diagnosis. The qualitative value of rules out faults
such as broken belt. Reading off of the decision-tree, the next
test for (trailing edge arrival time) is then invoked and it
returns normal (“0”). This rules out feed roll worn and motor
slow ramp-up faults since both would cause the trailing edge

Fig. 11. Acoustic signal template for “motor_ramp_up” event.

Fig. 12. Posterior distribution of “drop_acquisition_roll” firing time.

to be late. Next on the decision-tree, the more expensive ac-
quisition solenoid pull-in time test is invoked. This calls
the mode estimation algorithm to determine the transition time
at which the acquisition roll contacts the paper (“drop_acquisi-
tion_roll”), which is an autonomous transition event. The com-
posite signal of one-page printing is shown in Fig. 2. The esti-
mation uses acoustic and current signal templates of solenoid
(Fig. 10) and motor (Fig. 11) to compute a posterior proba-
bility distribution of the event. Using the Petri net model pre-
diction to localize the event search, the esti-
mation algorithm determines that the event is 2.5 ms later than
the nominal value, well within the permissible range (see the
peak location of posterior in Fig. 12). Therefore, the test for

returns “0”, and the only candidate remaining is the acqui-
sition roll worn fault, which is the correct diagnosis. Physi-
cally, the reduced friction between the worn acquisition roll and
paper causes the leading edge of the paper late at the wait sta-
tion sensor. But this does not affect the trailing edge arrival
time since the paper stops momentarily when the sensor detects
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the leading edge, and moves again without using the acquisi-
tion roll. In contrast, a worn feed roll would cause the both the
leading and trailing edge to be late.

The efficiency of the diagnosis approach depends on the
number of tests involving the virtual sensors that are requested
by the diagnoser. From the decision-tree shown in Fig. 7, we
know that faults 1, 5, and 14 require three sensor tests that
invoke the mode estimation algorithm, fault 12 requires two
such tests, and the remaining faults only one. The running of
these tests depends on the length of the acoustic and current
templates as well as the consequence interval of the corre-
sponding autonomous transition. In our experiments, every
virtual sensor test was completed in approximately 2–3 s.

VIII. CONCLUSIONS

This paper presents a novel approach for monitoring and di-
agnosis of hybrid systems. Model-based and statistical methods
are integrated in the diagnostic scheme using the underlying
principles of model-driven signature analysis and utility-driven
information querying. The method has been applied to diagnosis
of faults in a complex electro-mechanical system, the Xerox
DC265 printer. A fault modeling framework based on hybrid
automata is presented. The model can be used for the automatic
generation of a fault symptom table for single faults. The fault
symptom table is then compiled to a decision tree that is used
as the online diagnoser. An online monitoring approach based
on a timed Petri net model that abstracts away the continuous
dynamics is also described. The advantage of the model-driven
signature analysis is that it significantly reduces the computa-
tional cost for the mode estimation and enables the online op-
eration of the diagnostic system. The proposed techniques ex-
ploit the interaction between the models and signal processing
for computational efficiency, and have been experimentally val-
idated for a diagnostic problem on the Xerox DC265 networked
printer test-bed.
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