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Abstract

There is an increasing demand to introduce adap-
tive capabilities in distributed real-time and embedded
(DRE) systemsthat executein open environmentswhere
systemoperational conditions, input workload, and re-
source availability cannot be characterizedaccurately a
priori. To meettheseneeds,this paper presentsthe Hi-
erarchical DistributedResource-managementArchitecture
(HiDRA), which provides adaptiveresource management
usingcontrol-theoretic techniquesthat adapt to workload
�uctuationsandresourceavailability. In contrast to adap-
tivecontrol techniquesthatmanageonlyonetypeof system
resource, HiDRA features a hierarchical control scheme
that managesbothbandwidthandprocessorutilization si-
multaneously. This paper presentsthree contributions to
research in adaptiveresource managementfor DRE sys-
tems. First, we describethe structure and functionalityof
HiDRA.Second,wepresentan analyticalmodelof HiDRA
that formalizesits control theoretic behaviorand present
analyticalperformanceguarantees.Third, weevaluatethe
performanceof HiDRA via experimentson a representa-
tive DRE systemthat performsdistributed target tracking
in real-time. Our analytical andempirical resultsindicate
thatHiDRAyieldspredictable, stable, andhighsystemper-
formance, evenin thefaceof changingworkload.

1 Intr oduction
Distributed real-time and embedded(DRE) systems

form thecoreof many mission-criticaldomains,including
autonomousair surveillance,total shipcomputingenviron-
ments,andsupervisorycontrol anddataacquisition.Such
DRE systemsexecutein openenvironmentswheresystem
operationalconditions,input workload,andresourceavail-
ability cannotbecharacterizedaccuratelya priori . Achiev-
ing end-to-endquality of service(QoS)is animportantand
challengingissuefor thesetypesof systemsdue to their
uniquecharacteristics,including (1) constraintsin multi-
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ple resources(e.g., limited computingpower andnetwork
bandwidth)and(2) highly �uctuating resourceavailability
andinput workload.

Conventionalresourcemanagementapproaches,suchas
ratemonotonicscheduling[9], aredesignedto managesys-
tem resourcesandproviding QoS in closedenvironments
whereoperatingconditions,input workloads,andresource
availability areknown in advance.Sincetheseapproaches
areinsuf�cient for openDRE systems,thereis an increas-
ing needto introduceresourcemanagementmechanisms
that canadaptto dynamicchangesin resourceavailability
and requirements.A promisingsolution is feedback con-
trol scheduling(FCS)[5, 1], which employssoftwarefeed-
backloopsthat dynamicallycontrol resourceallocationin
responseto changesin input workloadandresourceavail-
ability. Thesetechniquesenableadaptiveresourcemanage-
mentcapabilitiesin DRE systemsthat cancompensatefor
�uctuationsin resourceavailability andchangesin applica-
tion resourcerequirementsat run-time. When FCS tech-
niquesare designedand modeledusing rigorouscontrol-
theoretictechniquesand implementedusing QoS-enabled
softwareplatforms,they canproviderobustandanalytically
soundQoSassurance.

Although existing FCSalgorithmshave beenshown to
be effective in managinga single type of resource,they
have not managedmultiple typesof resources.It is still
an open issue,therefore,to extend individual FCS algo-
rithms to work togetherto managemultiple typesof re-
sourcesin a coordinated way, such as managingcom-
putationalpower and network bandwidthsimultaneously.
To addressthis issue,we have developeda control-based
multi-resourcemanagementframework calledHierarchical
Distributed Resource managementArchitecture (HiDRA).
HiDRA employsacontrol-theoreticapproachfeaturingtwo
typesof feedbackcontrollersthatcoordinatetheutilization
of computationalpower andnetwork bandwidthto prevent
over-utilization of systemresources.This capabilityis im-
portantbecauseprocessoroverloadcancausesystemfail-
ureandnetwork saturationcancausecongestionandsevere
packet loss.Subjectto theconstraintsof thedesiredutiliza-
tion, HiDRA improvessystemQoSby modifyingappropri-
ateapplicationparameters.



This paperprovidescontributionsto theoreticalandex-
perimentalresearch.Its theoreticalcontribution is its use
of control theoryto formally prove thestability of HiDRA
andderive its equilibrium resourceutilization. Its experi-
mentalcontribution is to evaluatehow HiDRA worksfor a
distributed target tracking applicationbuilt atop The ACE
ORB(TAO) [16], which is animplementationof Real-time
CORBA [15]. Our experimentalresultsvalidateour theo-
reticalclaimsandshow thatHiDRA yieldspredictableand
high-performanceresourcemanagementand coordination
for multiple typesof resources.

Theremainderof thepaperis organizedasfollows: Sec-
tion 2 describesthe architectureandQoSrequirementsof
our DRE systemcasestudy; Section3 explainsthe struc-
tureandfunctionalityof HiDRA; Section4 formulatesthe
problemdescribedin Section2 andpresentsananalysisof
HiDRA; Section5 empirically evaluatesthe adaptive be-
havior of HiDRA for ourDREsystemcasestudy;Section6
comparesour researchon HiDRA with relatedwork; and
Section7 presentsconcludingremarks.

2 CaseStudy: TargetTracking DRE System
This sectiondescribesa distributedtarget trackingsys-

tem that we useas a representative casestudy to investi-
gateadaptive managementof multiple systemresourcesin
openDRE systems. The tracking systemprovidesemer-
gency responseandsurveillancecapabilitiesto help com-
munitiesandrelief agenciesrecover from major disasters,
suchas�oods, hurricanes,or earthquakes. Figure1 shows
how multiple unmannedair vehicles(UAVs) �y overa pre-
designatedarea(known asan“areaof interest”)in this dis-
tributedtargettrackingsystem.

Figure1: TargetTrackingDRE SystemArchitecture

EachUAV servesasa datasource,captureslive images,
compressesthem,and transmitsthemto a receiver over a
wirelessnetwork. The receiver servesas a datasink, re-
ceivestheimagessentfrom theUAVs, andperformsobject
detection.If thepresenceof anobjectof interestis detected
in thereceived images,the trackingsystemdeterminesthe
coordinatesof the objectsautomaticallyand keepstrack-
ing it. Thecoordinatesof theobjectis reportedto respon-
derswho usethis informationto determinetheappropriate
courseof action,e.g. initiate a rescue,airlift supplies,etc.
Humans,animals,cars,boats,andaircraft are typical ob-
jectsof interestin oursystem.

The QoS of our resource-constrainedDRE systemis
measuredasfollows:

� Target-tracking precision, which is the distancebe-
tweenthe computedcenterof massof an objectand
theactualcenterof massof theobjectand

� End-to-endexecution, which is the time betweenim-
agecaptureby theUAV andcomputationof thecoordi-
natesof anobjectof interest.End-to-endexecutionin-
cludesimagetransmissionlatency andexecutiontime
of theobjectdetectionandtrackingsystem.

Therearetwo primarytypesof resourcesthatmaycon-
straintheQoSof our DRE system:(1) processors thatpro-
videcomputationalpoweravailableat theUAVs andthere-
ceiverand(2) thewirelessnetworkbandwidththatprovides
communicationbandwidthbetweenUAVs andthereceiver.
To determinethe coordinatesaccurately, the imagescap-
turedby the UAVs mustbe transmittedat a higherquality
andafasterratewhenanobjectis present,which in turnre-
quireshighernetwork bandwidthconsumptionandhigher
computingpower. The utilization of the systemresources
(i.e., wirelessnetwork bandwidthandcomputingpower at
thereceiver)arethereforesubjectto suddenchangescaused
by the presenceof varying numbersof objectsof inter-
est. Moreover, the wirelessnetwork bandwidthavailable
to transmitimagesfrom the UAVs to the receiver depends
on thewirelessconnectivity betweentheUAVs andthere-
ceiver, which in-turn dependson dynamicfactors,suchas
the speedof the UAVs and the relative distancebetween
UAVs andthereceiver.

The observationsabove motivate the needfor adaptive
managementof multiple resources.To meetthis need,the
capturedimagesin oursystemarecompressedusingJPEG,
whichsupports�e xible imagequality. Likewise,wechoose
to useimagestreamsratherthanvideobecausevideocom-
pressionalgorithmsarecomputationallyexpensive,andthe
computationpower of theon-boardprocessoron theUAVs
is limited. Moreover, emergency responseandsurveillance
applicationsandoperatorsdo not necessarilyneedvideoat
30 framespersec.

In JPEGcompression,aparametercalledthequality fac-
tor is providedasa user-speci�ed integer in the range1 to
100. A lower quality factorresultsin smallerdatasizeof
thecompressedimage.Thequalityfactorof theimagecom-
pressionalgorithmcanthereforebeusedasa control knob
to managethebandwidthutilization of anUAV. To manage
thecomputationalpower of thereceiver, end-to-endexecu-
tion rateof applicationsareusedasthecontrolknob.

3 The Hierar chical Distrib uted Resource-
managementAr chitecture – HiDRA

This sectionanalyzestheadaptive managementof mul-
tiple resourcesin open DRE systemsusing a control-
basedapproachandpresentsthe Hierarchical Distributed
Resource-managementArchitecture (HiDRA), which em-
ploys a control-theoreticapproachto manageprocessors



andnetwork bandwidthsimultaneously. Ourcontrolframe-
work is shown in Figure 2 and consistsof threeentities:
monitors, controller, andeffectors. A monitor is associated
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Figure2: ControlFramework

with aspeci�c systemresourceandperiodicallyupdatesthe
controller with the currentresourceutilization. The con-
troller implementsa particularcontrolalgorithmandcom-
putestheadaptationsdecisionsfor each(or a setof) appli-
cation(s)to achieve thedesiredsystemresourceutilization.
Eacheffectoris associatedwith anapplicationandmodi�es
theapplicationparametersto achieve thecontrollerrecom-
mendedapplicationadaptation.

Weproceedto instantiatetheHiDRA controlframework
to the domain of target tracking describedin Section2.
Eachapplicationin our DRE systemis composedof two
subtasks:image compressionand target tracking. To en-
sureend-to-endQoS,therefore,resourceutilization of both
subtasksmustbecontrolled.
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Figure3: HiDRA Illustration.

As shown in Figure3, HiDRA consistsof two typesof
feedbackcontrolloops:(1) aprocessorcontrolloop located
atthereceiverthatmanagestheprocessorutilizationand(2)
abandwidthcontrollooplocatedateachUAV thatmanages
the bandwidthutilization. Theseloopseffectively control
theutilization of two critical systemresourcesandcoordi-
natetheexecutionof two subtasks.We structurethesecon-
trol loops in an hierarchical fashionso that the processor
control loop at the receiver is viewed as the outer control
loopandthebandwidthcontrolloopateachUAV is viewed
astheinnercontrolloop.

The processorutilization monitor and processorcon-
troller serve as the resourcemonitor andcontrollerof the
processorcontrol loop. The utilization set-pointof the re-
ceiver processoris the input to the processorcontroller,
andis speci�edduringsysteminitialization. Thecontrolled
variablefor this loop is the processorutilization of the re-
ceiver, andthe control input from the processorcontroller
to the systemis the imagetransmissionrate,which is fed
to thebandwidthcontrollerof eachUAV. For theprocessor
control loop, therefore,the bandwidthcontrollerservesas
theeffector.

The bandwidthutilization monitor and the bandwidth
controllerserve asthe monitor andcontrollerof the band-
width control loop. Theimagetransmissionrateandband-
width utilization set-pointare the inputs to the bandwidth
controller. Basedon theseinputs,thebandwidthcontroller
computesan appropriatevalueof the JPEGquality factor
to transmit the imageof the highestquality, subjectedto
thespeci�edbandwidthlimitation. Thecontrolledvariable
is the network bandwidthutilization of eachUAV andthe
controlinput from thebandwidthcontrollerto thesystemis
thequality factorof theJPEGcompressionalgorithm.This
input is fedto theimplementationof theJPEGcompression
algorithm,whichservesastheeffectorfor thiscontrolloop.

The bandwidthallocatoris responsiblefor dynamically
computingthebandwidthallocationto eachUAV basedon
thepresence/absenceof objectsof interestin theimagesre-
ceived from the correspondingUAV. The bandwidthcon-
troller of eachUAV views this allocationasbandwidthuti-
lization set-point.Thebandwidthallocatorensuresthatthe
bandwidthrequirementof UAVs capturingimagesof oneor
moreobjectsof interestis met.

4 Control Designand Analysis
This section�rst formalizesthe resourcemanagement

problemof our target trackingDRE system.We thenmap
HiDRA to our DRE systemto show how it addresseskey
resourcemanagementchallenges.Finally, we presentthe
stability analysisandshow thatHiDRA ensuresthestabil-
ity of our DRE system. The formalism presentedbelow
formsthefoundationsfor thedesignandimplementationof
HiDRA andalsoprovidesanalyticalguaranteesaboutsys-
temperformanceevenunder�uctuating workload.

4.1 Problem Form ulation
The following formal notationsareusedthroughoutthe

remainingof thepaper. Thetargettrackingsystemconsists
of n UAVs, andtherefore,n end-to-endtasksf Ti j1 � i �
ng, eachwith two subtasks,i.e., imagecompressionsubtask
executedat theUAV i andtarget-trackingsubtaskexecuted
at the receiver. The samplingperiodof theprocessorcon-
troller (outer feedbackloop) andthe bandwidthcontroller
(innerfeedbackloop) arerepresentedby T out

s andT in
s , re-

spectively. Eachend-to-endtaskTi is invokedperiodically
at a rater i (k) at thekth samplinginstantof theprocessor
controller. Therater i (k) is assumedto take valueswithin
therange[r min

i ; r max
i ].

During the k th samplinginstantof the processorcon-
troller, imagesarecompressedandtransmittedby Ti 's data
source, UAV i , to the receiver at the rate of r i (k) im-
ages/second.The samplingperiodsT out

s andT in
s arese-

lectedto be larger thanthemaximumtaskperiod. T out
s is

selectedto be greaterthanor equalto T in
s . In our model,

kth and� th samplingperiodrepresentthek th samplingpe-
riod of the processorcontrollerand the � th samplingpe-



riod of thebandwidthcontrollerrespectively. Theprocessor
utilization set-pointof the receiver andthe wirelessband-
width utilization set-pointare representedas Us and B s ,
respectively. Although the net availablebandwidthB s is
assumedto beconstant,thecapacityof thewirelessnetwork
maychangedynamicallyatruntime.However, theavailable
wirelessbandwidthcanbemeasured[17] andmodeledasa
time varying referencesignal. The stability of the system
canbeprovedevenfor a timevaryingreferencesignal.

4.1.1 Bandwidth Allocator
Duringeachsamplingperiodof theprocessorcontroller, the
task of the bandwidthallocator is to computea desirable
bandwidthallocationfor eachtaskTi . Thewirelessnetwork
bandwidthallocationto eachtaskTi is recomputedby the
bandwidthallocatorif thepresenceof anobjectof interest
wasdetectedby any of the target-trackingsubtasksduring
theprevioussamplingperiod. For eachtask,bandwidthis
allocatedsuchthat the net bandwidthutilization is below
theset-pointof B s , i.e.:

nX

i =1

bs
i (k) � B s (1)

where bs
i (k) is the bandwidthallocation (utilization set-

point) for taskTi duringthek th samplingperiodof thepro-
cessorcontroller.

Let p(k) andpi (k) representthetotal numberof objects
of interesttrackedby thesystemandthenumberof objects
beingtrackedby Ti duringthek th samplingperiod,respec-
tively. Let bmin representtheminimumbandwidthalloca-
tion to eachtasksothatimagesof thelowestqualitycanbe
transmittedto thereceiver. Bandwidthis allocatedto each
end-to-endtaskasa functionof p(k) andpi (k) asfollows:

bs
i (k) =

(
B s=n if p(k) = 0

bmin + (B s � nbmin )pi (k )
p(k ) if p(k) > 0

8 Ti j 1 � i � n: (2)

If thetotal numberof objectsof interesttrackedby thesys-
temis 0, bandwidthis equallyallocatedto eachtask. If the
total numberof objectsof interesttrackedby thesystemis
greaterthan0, bandwidthallocationto tasksis basedon the
numberof objectscurrentlybeingtrackedby thattask.This
designensuresthata greateramountof bandwidthis allo-
catedto tasksthatarecurrentlytrackingobjectsof interest
ascomparedto theonesthatarenot.

4.1.2 ProcessorUtilization Controller
We usetheapproachin [12] to modelprocessorutilization.
Section4.2usesthefollowingmodelin thestabilityanalysis
of HiDRA. The target-trackingsubtaskof eachend-to-end
taskTi hasanestimatedexecutiontime of ci known at de-
signtime. Theestimatedprocessorutilizationby thetarget-
trackingsubtaskof taskTi during thek th samplingperiod
is denotedasE i (k) andis computedasE i (k) = ci r i (k),

wherer i (k) is theinvocationrateof end-to-endtaskTi dur-
ing the kth samplingperiod. The net estimatedprocessor
utilizationduringthek th samplingperiodis therefore

E(k) =
nX

i =1

ci r i (k): (3)

At runtime,however, theactualexecutiontimesmaybedif-
ferentsincethey dependon the presence(andnumber)of
objectsin theimages.At runtime,therefore,theactualpro-
cessorutilization U(k) canbewrittenas

U(k) = Gp(k)E(k) (4)

whereGp(k) is the processorutilization ratio. Although,
Gp(k) is unknown, it is reasonableto assumethattheworst
caseutilization ratio Gp = maxk f Gp(k)g is known. From
(4), theprocessutilization modelcanbewrittenas

� U(k + 1) = � U(k) + Gpvp(k) (5)

where� U(k) = U(k) � Us andvp(k) = E(k + 1)� E (k).
Thetaskof the feedbackcontrolleris to computevp(k) so
thatU(k) convergesto Us (or � U(k) ! 0).

We considera linearproportionalcontroller

vp(k) = K p� U(k) (6)

whereK p is acontrolgainwhichwill beselectedsothatthe
systemis stable. The control signalvp(k) is implemented
by theactuatorsby changingthe invocationrateof end-to-
endtasks.Theclosed-loopsystemis describedby

� U(k + 1) = [1 + K pGp]� U(k) (7)

The control algorithmis implementedasfollows. Dur-
ing eachsamplingperiod,thecontrollercomparesthecur-
rentprocessorutilizationU(k) with theutilizationset-point
Us, andcomputesthenetestimatedutilizationE(k + 1) for
thenext samplingperiodbasedontheequationE(k + 1) =
E(k) + K p� U(k). Sincethepresenceof oneor moreob-
jectsof interestin thereceivedimagesincreasestheexecu-
tion time the target-trackingsubtask,computationalpower
is allocatedto targettrackingsubtasksbasedon thenumber
of objectsof interestthatarepresentin thereceivedimages.
We thereforehave

E i (k + 1) =

(
E (k+1)

n if p(k) = 0
E (k+1) pi (k )

p(k ) if p(k) > 0

8 Ti j 1 � i � n (8)

wherep(k) representsthe total numberof objectsof inter-
est capturedby all the tasksin the systemandpi (k) rep-
resentsthenumberof objectsof interestbeingcapturedby
Ti during the k th samplingperiod. If the total numberof
objectsof interesttrackedby thesystemis 0, computational
power is equallyallocatedto eachtask. If thetotal number
of objectsof interesttracked by the systemis greaterthan
0, however, allocationof computationalresourceto tasks



is weightedbasedon the numberof objectscurrentlybe-
ing trackedby that task. This designensuresthata greater
amountof computationalpower is allocatedto tasksthat
arecurrentlytrackingobjectsof interestascomparedto the
onesthatarenot. Fromequations(3) and(8) we derive the
taskexecutionrate,asfollows:

r i (k + 1) =

(
E (k)+( U s � U (k )) =G p

nc i
if p(k) = 0

pi (k )( E (k )+( U s � U (k )) =G p )
p(k )ci

if p(k) > 0

8 Ti j 1 � i � n (9)

4.1.3 Bandwidth Utilization Controller
Wepresenttheanalyticalmodelof thebandwidthcontroller
for eachUAV. The following notationsare used in this
model:

� b(� ): Bandwidthutilization in the � th samplingpe-
riod.

� bs(k): Desiredbandwidthutilization (set-point)com-
putedby the bandwidthallocatorin the k th sampling
periodasshown in equation(2).

� r (k): Taskratecomputedby the processorcontroller
in thekth samplingperiod,asshown in equation(9).

� s: Sizeof anuncompressedimage,which is aconstant
andknown at designtime.

� q(� ): Quality factorof imagecompressionalgorithm
(JPEG)computedby the bandwidthcontroller in the
� th samplingperiod.

� � (q) : Estimatedsizeof the compressedimagecom-
pressedwith quality factorq.

The controlledvariableof this feedbackcontrol loop is
thebandwidthutilization, b(� ), andthecontrol input from
thecontrollerto theUAV is thequality factorof the image
compressionalgorithm,q(� ). The controllercomputesan
appropriatevalueof q(� ) to ensureb(� ) convergesto bs(k).
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The averagesizeof the compressedimage,� (q), is re-

latedto the quality factorof the imagecompressionalgo-
rithm, q, by anon-linearfunctionasshown in Figure4. For

the purposeof our control design,however, we chooseq
within therange[10; 70]wherethis functioncanbeapprox-
imatedby a linearone.A piecewiselinearfunctioncanalso
beused.For 10 � q � 80, we have

� (q) = sgq + ! (10)

whereg is the slopeand! is the y-intersectof the linear
approximationof thefunctionin Figure4.

Imagesarecompressedwith aquality factorq andtrans-
mittedat therateof r (� ) imagespersecondfrom theUAV
to the receiver. The following expressiongives the esti-
matedbandwidthutilizationby theUAV:

b(� ) = r (� )� (q)

= r (� )sgq(� ) + r (� )! (11)

from whichwegetthenetwork utilizationmodelas

� b(� + 1) = � b(� ) + r (� )sgvb(� ) (12)
where� b(� ) = b(� ) � bs(� ) andvb(� ) = q(� + 1) � q(� ).

We considera linearcontroller

vb(� ) = K b� b(� ) (13)

whereK b is thecontrolgainthatwill beselectedsothatthe
systemis stable.Theclosed-loopsystemis

� b(� + 1) = [1 + r (� )sgK b]� b(� ): (14)

During eachsamplingperiod, the controller compares
the currentbandwidthutilization b(� ) with the utilization
set-pointbs(� ), andcomputesthequality factorq(� + 1) by

q(� + 1) = q(� ) + K b� b(� ): (15)

4.2 Stabilit y Analysis
A controlsystemis saidto bestableif andonly if thesys-

tem convergesto an equilibrium for any setof initial con-
ditions. In our case,theinitial conditionsareusedto repre-
senttheabruptchangesin theworkloaddueto thechangeof
theimages'content.Our targettrackingsystemis therefore
stableif resourceutilization of both the systemresources
(i.e., processorutilization at the receiver and the network
bandwidthutilization),convergesto their respectiveutiliza-
tion set-pointsin the presenceof workload changes.Al-
thoughthecontrolleris designedbasedon a time-invariant
model(constantupperboundson resourceutilization), we
show that the systemis stableeven whenresourceutiliza-
tion changesat run time, i.e., thesystemis timevarying.

We canstabilizeeachof thetwo typesof feedbackcon-
trol loopsby selectingthegainsK p andK b sothatthecor-
respondingpolesarein theunit circle. Sucha design,how-
ever, doesnotnecessarilyguaranteethestabilityof thehier-
archicalcontrolarchitecturesinceit doesnot take into con-
siderationthe interactionbetweenthe feedbackloops(due
to thepresenceof r (� ) in equation(14)). Next, we present
an analysisresultthat allows us to selectthe control gains
sothattheoverall stability is guaranteed.



Assumingthat the input buffer of the receiver is never
empty, it is clear that the processorutilization is indepen-
dentof the bandwidthutilization. If we selectK p so that
� 2=Gp < K p < 0 then

� U(k) = [1 + K pGp(k)]k � U(k0); k � k0

and� U(k) ! 0 sincej1 + K pGp(k)j < 1.
Fromequation(9), it follows that in thesteadystatethe

utilization for eachtask Ui (k) will be stable(it will con-
vergeto a set-pointUs

i thatdependson thepresenceof ob-
jectsin theimagedata)andwe canwrite

� Ui (k + 1) = � i (k)� Ui (k) (16)

wherethefunction� i (k) satis�esj� i (k)j < 1.
Denoter s

i therateof thei th taskat thesteadystate,then
r i (k) = r s

i + � r i (k) where� r i (k) ! 0. Fromequation
(14), thebandwidthutilizationmodelfor thei th UAV is

� bi (� + 1) = [1 + (r s
i + � r i (� ))sgK i

b]� bi (� ) (17)

Our objective is to deducethestability propertiesof the
system(16-17)by studyingtheisolatedsystem

� Ui (k + 1) = � i (k)� Ui (k) (18)

� bi (� + 1) = [1 + r s
i sgK i

b]� bi (� ) (19)

where the equations have been decoupled by setting
� r i (� ) = 0.

Theorem 1. Thesystem(16-17)is stableif andonly if the
isolatedsystem(18-19)is stable.

Proof. De�ne the norm jj [x1; x2]jj = jj [x1; x2]jj1 =
maxfj x1j; jx2 jg and denote � Ui (k); � bi (� ) and
� U I

i (k); � bI
i (� ) the solutions of (16-17) and (18-19)

respectively.
”Only-if”: If thesystem(16-17)is stable,thenthereexists
function� (� ) with � (� ) ! 0 suchthat

jj [� Ui (� ); � bi (� )]T jj � � (� )jj [� Ui (� 0); � bi (� 0)]T jj
(20)

8� � � 0 and for every initial condition
[� Ui (� 0); � bi (� 0)]T where � Ui (� ) = � Ui (k); k �
� < k + 1.

In particular, suppose that the initial condition is
[0; � bi (� 0)]T , thenby equation(20)8� � � 0; j� bI

i (� )j �
� (� )j� bI

i (� 0)j, whichshowsthatthesystem(18-19)is sta-
ble.
”If”: It is easyto seethat � Ui (k) = � U I

i (k) so we have
to analyzeonly � bi (� ). De�ne � I (� ) = 1 + r s

i gK i
b and

� (�; � r i (� )) = 1+ (r s
i + � r i (� ))gK i

b. Fromthestabilityof
(18-19),wehavethatj� I (� )j < 1andthereexistsafunction
� 2(� ) with 0 � � 2(� ) ! 0 suchthat

� b2
i (� )( � 2

I (� ) � 1) � � � 2(� )� b2
i (� 0)

for every � bi (� 0) and� � � 0. But wecanwrite

� b2
i (� + 1) � � b2

i (� ) = � b2
i (� )( � 2

I (� ) � 1) +

� b2
i (� )( � 2(�; � r i (� )) � � 2

I (� ))

� � � 2(� )� b2
i (� 0) + 
 (� )

where
 (� ) ! since� r i (� ) ! 0. � bi (� ) ! 0 andthe
system(16-17)is thereforestable.

Usingtheabovetheorem,wecanselectthecontrolgains
so that our hierarchicalcontrol architectureis stable. For
the processorutilization feedbackloop, the gain could be
selectedto satisfy� 2=Gp < K p < 0 that guaranteessta-
bility [12, 14]. Similarly, for thebandwidthutilization con-
trol loop, the gain shouldbe selectedso that (19) is sta-
ble. Sincer s

i is not known atdesigntime,wecanselectthe
gainto satisfy� 2=(r max

i ) < K i
b < 0. A reasonablechoice

for selectingthecontrolgainsis to usedeadbeatcontrol[7]
basedon theworstcaseutilization ratioandmaximumtask
raterespectively, i.e. K p = � 1=G andK i

b = � 1=rmax
i .

This selectiontries to minimize the settling time keeping
theovershootequalto zero. Othercriteria for selectionof
thegaincanbefoundin [12].

5 PerformanceResultsand Analysis
This sectionpresentsthe testbedfor our target tracking

DRE system,which wasusedto evaluatetheperformance
of HiDRA. We thendescribeour experimentsandanalyze
theresultsobtainedto empiricallyevaluatetheperformance
of our DRE systemwith andwithout HiDRA undervary-
ing input workload. The goal is to validateour theoret-
ical claims and show that HiDRA yields predictableand
high-performanceresourcemanagementand coordination
for multiple typesof resources.
5.1 Hardw are and Soft ware Testb ed

Our experimentswereperformedon theEmulabtestbed
atUniversityof Utah(www.emulab.net ). Thehardware
con�guration consistsof threenodesacting as UAVs and
onereceivernode.Imagesfrom theUAVs weretransmitted
to a receiver via a wirelessLAN con�guredwith a channel
capacityof 1 Mbps. The network bandwidthwaschosen
to be1 MbpssinceeachUAV in theDRE systemrequired
a minimum of 350Kbpsto transmit5 imagesper second,
eachimageof size320x240compressedwith a quality fac-
tor of 30. Thehardwarecon�gurationof all thenodeswas
a 3 GHz Intel PentiumIV processor, 1 GB physicalmem-
ory, 802.11a/b/gwi� interface(Atheros5212chipset),and
120GB harddrive. TheRedhat9.0 operatingsystemwith
wirelesssupportwasusedfor all thenodes.

Thefollowing softwarepackageswerealsousedfor our
experiments:

� Ffmpeg 0.4.9-pre1 with the Fobs-0.4.0 front-end,
which is anopen-sourcelibrary thatdecodesvideoen-



codedin MPEG-2, MPEG-4, Real Video, and many
othervideoformatsto yield raw images.

� ImageMagick6.2.5, whichis anopen-sourcesoftware
suitethatweusedto compresstheraw imagesto JPEG
imageformat.

� TAO 1.4.7, which is an open-sourceimplementation
of Real-timeCORBA [15] thatHiDRA andour DRE
systemcasestudyarebuilt upon.

5.2 Target Tracking DRE System Imple-
men tation

The entitiesin our target trackingDRE systemareim-
plementedas CORBA objectsand communicateover the
TAO [16] Real-time CORBA Object RequestBroker to
achievedesiredreal-timeperformance.Theend-to-endap-
plication consistsof pairs of CORBA objects: the UAV
data sourceand the receiver data sink. The UAV data
sourceobject that executeson eachUAV' s on-boardpro-
cessor“pushes”thecompressedimagesto thedatasinkob-
ject via a CORBA oneway methodinvocation.A datasink
objectat the receiver processesthe imagesreceived from
thecorrespondingUAV. Eachdatasinkobjectcontainstwo
functionalmodules:onethatdeterminesthepresenceof one
or moreobjectsof interestin the received images,andthe
othertracksthecoordinatesof objectsof interestin there-
ceived image,if present.Thesecondfunctionalmoduleis
executedonly if thepresenceof oneof moreobjectsof in-
terestis detectedby the�rst module.

To perform target tracking, received imagesare com-
paredwith a referenceimage,that is given during system
initialization. Thereceivedimagesareconvertedfrom color
to gray-scale,andtheprocessedimageis “subtracted”from
the referenceimageto obtainthe differenceimage. If the
averagepixel valueof thedifferenceimageis greaterthan
a threshold(which indicatesthe presenceof one of more
objectsof interest),the centerof massof the objectedis
computed.This approachis common,e.g., [6] tracktheco-
ordinatedof moving objectsusingonKalman�lter .

5.3 Exp erimen t Con�guration
Our experimentsconsistedof three (emulated)UAVs

containingthedatasourceobjectthat(1) decodedthevideo
from a �le, (2) extractedthe raw images,(3) compressed
themusingJPEGcompression,and(4) transmittedthecom-
pressedimagesto thecorrespondingdatasink objectat the
receivernode.Wirelessnetwork bandwidthwassharedbe-
tweenthe threedatasource/datasink objectpairs,andthe
computationalpower at the receiver nodewas sharedbe-
tweenthethreedatasinkCORBA objects.

To evaluatethe performanceof HiDRA, we monitored
the processorutilization at the receiver, andwirelessnet-
work bandwidthutilization betweenthe UAVs andthe re-
ceiver. We assumethatthechannelcapacityof thewireless

network is constant(1 Mbps). Bandwidthconsumptionby
eachUAV is measuredby the ratea which datais written
to the underlyingnetwork stackby the UAV datasource
CORBA object. Processorutilization at the receiver was
measuredusing the datafrom the /proc/stat �le. A
smoothing�lter suchas[2] canbeusedto suppressthedis-
turbancesin themeasuredresourceutilization.

Processorutilization at eachUAV nodewas not mon-
itored since the computationalpower the UAV on-board
processorwassuf�ciently largeto compressimagesof the
highestquality andresolutionandtransmitthemto the re-
ceiver without overloadingthe processor. In our experi-
ments,we alsomeasuredapplicationQoSpropertiessuch
astarget-trackingprecisionandend-to-endexecutiontime.
For our experiment,we chosethe samplingperiod of the
processorcontrollerandthebandwidthcontrolleras10sec-
ondsand1 secondrespectively. The minimum andmax-
imum imagetransmissionrate [r min ; rmax ] was5 and15
images/second.The control gainsfor the processorcon-
troller (K p) and the bandwidthcontroller (K b) were -0.1
and-0.15,respectively. Theprocessorutilization set-point
wasselectedto be0.7,whichis slightly lowerthanRMS[9]
utilizationboundof 0.77.SinceanIEEE802.11DCF-based
network hasa utilization of approximately0.7 with 20 ac-
tive nodes[3], the wirelessbandwidthutilization set-point
wasalsoselectedto be0.7.

5.4 Analysis of Empirical Results
This sectionpresentsthe resultsobtainedfrom running

theexperimentdescribedin Section5.3onourDREsystem
testbed.Weusedsystemresourceasametricto evaluatethe
adaptive resourcemanagementcapabilitiesof HiDRA un-
dervaryinginputworkloads.Comparisonof systemperfor-
manceis decomposedinto comparisonof resourceutiliza-
tion andapplicationQoS.For systemresourceutilization,
wecompare(1) wirelessnetwork bandwidthutilizationand
(2) processorutilization of the receiver node. For applica-
tion QoS,we compare(1) tracking-precisionand(2) mean
valueof end-to-endexecutiontime.

5.4.1 Comparisonof ResourceUtilization

Figures5 and 6 comparethe processorutilization at the
receiver nodeand wirelessnetwork bandwidthutilization
with and without HiDRA. Table 1 summarizesthe num-
ber of objectsof intereststhat were tracked asa function
of time.

Figure5 andTable1 show thattheincreasein theproces-
sorutilizationatT = 200s is dueto thepresenceof the�rst
objectof interest.Figure5 alsoshowsthatalthoughthepro-
cessorutilization reached0.8,within thenext severalsam-
pling periods,HiDRA restoredthe processorutilization to
thedesiredset-pointof 0.7. This wasachievedby reducing
the executionratesof data-source/receiver pair(s)deemed



Time(sec) Numberof Objects
0 - 200 0

200- 600 1
600- 900 2

900- 1,100 1
1,100- 1,600 0
1,600- 1,900 1
1,900- 2,000 0

Table1: Objectsof InterestasaFunctionof Time

less important, i.e., onesthat capturedimageswhereob-
jectsof interestwereabsent.Figure5 shows thatwhenthe
systemwasoperatedwithout HiDRA theprocessorutiliza-
tion remainedat 0.9,which is signi�cantly higherthanthe
utilizationset-pointof 0.7.
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Figure5: Comparisonof ProcessorUtilization

At T = 600s, thepresenceof thesecondobjectof inter-
estwasdetected.As a results,theprocessorutilization in-
creasedto 0.89with HiDRA, andthereceivernodecrashed
when the systemwas operatedwithout HiDRA, which is
representedas a utilization of 1.0 for remainingduration
of theexperiment.Whenthesystemwasoperatedwithout
HiDRA, althoughthe receiver crashedat T = 600s, the
sendercontinuesto sendimagesat a constantrate.This ac-
countsfor thenetwork bandwidthutilization shown in Fig-
ure6. Within severalsamplingperiods,HiDRA onceagain
restoredthesystemutilization to thedesiredutilization set-
point.

At T = 900s whenthetotal numberof objectscurrently
beingtrackedreducedfrom 2 to 1, processorutilization re-
ducedto 0.55. HiDRA restoredthe processorutilization
of 0.7 by increasingthe executionrateof importantdata-
source/datasinkpair(s).Similarly, HiDRA ensuredthatthe
processorutilization convergesto the desiredset-pointfor
thereamingdurationof theexperiment.

Theresultsof theseexperimentsshow how HiDRA en-
suresthattheprocessorutilizationof thereceivernodecon-
vergesto the desiredset-pointwithin boundedtime, even
under�uctuating workloads.Similarly, from Figure6 it can
be seenthat HiDRA ensuresthat the wirelessbandwidth
utilization convergesto the desiredset-pointof 0.7 within
boundedtime,evenunder�uctuating workloads.We there-
fore concludethatHiDRA ensuresutilization of systemre-
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Figure6: Comparisonof BandwidthUtilization

sourcesis maintainedwithin thespeci�ed bounds,thereby
ensuringsystemstability.

5.4.2 Comparisonof QoS
We now comparetheapplicationQoS– (1) target-tracking
precision,and(2) averageend-to-endexecutiontime.

Target-tracking precision is de�ned as the inverseof
target-tracking error, which is the distancebetweenthe
computedcenterof massof an objectand the actualcen-
ter of massof the object. To computethe actualcenterof
massof the object, we identi�ed an object presentin the
videoastheobjectof interest,performedtarget-trackingon
theraw imagesextractedfrom thevideo,andusedthisvalue
asa reference.At the datasink object,the target-tracking
resultswerethencomparedwith this referencevalue.

Figure 7 comparesthe target-trackingerror that were
obtainedwhenthe systemwasoperatedwith andwithout
HiDRA. As describedin Section5.4.1,thesystemcrashed
when operatedwithout HiDRA when the presenceof the
secondobjectof interestwasdetected.Wethereforeusethe
target-trackingerror that wasobtainedin trackingthe �rst
objectof interestasthe baselinefor our comparison.Fig-
ures7a,7b, and7c show thataveragetarget-trackingerror
is lower whenthesystemwasoperatedwith HiDRA com-
paredto whenoperatedwithout HiDRA. HiDRA therefore
improvesthetarget-trackingprecisionof our DRE system.

Averageend-to-endexecutiontime consistsof (1) net-
work transmissionlatency and (2) processingtime at the
receiver node. Table 2 comparesthe end-to-endexecu-
tion time whenthe systemwasoperatedwith andwithout
HiDRA. Sincethesystemcrashedwhenthenumberof ob-

Numberof Objects End-to-EndExecutionTime (msec)
With HiDRA WithoutHiDRA

0 10 10
1 40 50
2 80 1

Table2: Comparisonof End-to-EndExecutionTime
jectsbeingtrackedincreasedto 2, we representtheend-to-
endexecutiontime as1 . Table2 shows that end-to-end
executiontime is muchlower whenthesystemis operated
with HiDRA thanwhenit operateswithoutHiDRA.
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Figure7: Target-trackingPrecision

HiDRA respondsto �uctuation in resourcerequirements
by constantmonitoring of resourceutilization. Figures5
and6 show thatwhenresourcesutilization increasesabove
thedesiredset-point,HiDRA lowerstheutilizationby mod-
ifying applicationparameterssuchas executionratesand
JPEGquality factor. Theseadaptationsensuresthat(1) sys-
temresourcesarenotover-utilizedand(2)enoughresources
areavailablefor importantapplications.Figure7 andTa-
ble2 show thatthesystemQoSis signi�cantly higherwhen
the systemis operatedwith HiDRA comparedto when it
operateswithoutHiDRA.

Our conclusionsfrom analyzing the resultsdescribed
abovearethatapplyinghierarchicaladaptiveresourceman-
agementto our target tracking systemhelpsto (1) main-
tainsystemresourceutilizationwithin speci�edboundsand
(2) improvesystemQoS.Theseimprovementsareachieved
largely due to monitoring of systemresourceutilization,
adaptive resourceprovisioning,andef�cient systemwork-
loadmanagementby meansof HiDRA's resourcemonitors,
hierarchicalcontrollers,andeffectorsrespectively.

6 RelatedWork
A numberof control-theoreticapproacheshavebeenap-

plied to DRE systemsto overcomelimitations with tradi-
tional schedulingapproachesthat arenot suitedto handle
dynamic changesin resourceavailability and result in a
rigidly scheduledsystemthat adaptspoorly to change.A
survey of thesetechniquesis presentedin [1].

Feedbackcontrol scheduling(FCS) [12] is designedto
addressthe challengesof applicationswith stringentend-
to-end QoS executing in open DRE systems. Theseal-
gorithmsprovide robustandanalyticalperformanceassur-
ancesdespiteuncertaintiesin resourceavailability and/-
or demand. FC-U andFC-M [13] and HySUCON[8] to
managethe processorutilization. CAMRIT [18] applies
control-theoreticapproachesto ensuretransmissiondead-
linesof imagesoveranunpredictablenetwork link andalso
presentsanalyticperformanceassurancethat the transmis-
siondeadlinesaremet.

A hierarchicalcontrol schemethat integratesresource

reservation mechanisms[5, 11] with applicationspeci�c
QoSadaptation[4] is proposedin [14]. Thiscontrolscheme
featuresa two-tier hierarchicalstructure:(1) a globalQoS
managerthat is responsiblefor allocating computational
resourcesto various applicationsin the systemand (2)
application-speci�cQoSmanagers/adaptersthatmodify ap-
plicationexecutionto usetheallocatedresourcesef�ciently
andimprovesapplicationQoS.

Althoughtheseapproachesaresimilar to HiDRA, these
algorithms/mechanismsperform resourcemanagementof
only one type of systemresource,i.e., either computing
power or network bandwidth. HiDRA performsresource
managementof both network and computing resources,
which is crucialfor real-world DREsystems.

Oneapproachto managebothcomputingpowerandnet-
work bandwidthmight useeither the hierarchicalcontrol
structureproposedin [14], FC-U/FC-M, or HySUCONto
managetheprocessorutilization,anduseCAMRIT to man-
agethenetwork bandwidthutilization. Unfortunately, this
approachdoesnot take into considerationthecouplingbe-
tweenthetwo typesof systemresourcesanddoesnot nec-
essarilyguaranteesystemstability.

The work of [10] utilizes taskcontrol modelandfuzzy
control model to enhancethe QoS adaptationdecisionof
multimediaDREsystems.However, thecontrolframework
establishedin thiswork is still con�ned to singletypeof re-
source,(i.e.), transmissionratein adistributedvisualtrack-
ing system.

As describedin Section3, HiDRA useshierarchicalcon-
trol feedbackloops– theprocessorutilizationfeedbackloop
andbandwidthutilization loop – to managethe utilization
of systemresources,whichcanbeextendedto handlemore
typesof resourcesandend-to-endapplicationswithout sig-
ni�cant modi�cations to the existing architecture. More-
over, HiDRA's feedbackloops are designedso that the
adaptationdecisionsmadeby onedoesnotcon�ict with the
decisionsmadeby theother. As shown in Section4.2, this
designresultsin a hierarchicalcontrolarchitecturethaten-
suressystemstability.



7 Concluding Remarks
This paper describedHiDRA, which is a hierarchi-

cal distributedresourcemanagementarchitecturebasedon
control-theoretictechniquesthatprovidesadaptiveresource
management,suchasresourcemonitoringandapplication
adaptation,that arekey to supportingopenDRE systems.
We �rst presentedthe stability analysisof the systemto
obtain theoreticalguaranteesthat HiDRA ensuressystem
stability of our DRE system. We then evaluatedthe per-
formanceof HiDRA usinga representative target tracking
DRE systemimplementedusing Real-timeCORBA and
composedof two typesof systemresources(computational
powerat thereceiverandwirelessnetwork bandwidth)and
threeapplications(UAV datasender/receiver pairs). Our
theoreticalanalysisandempiricalresultsshow thatHiDRA
ensuresef�cient resourceutilization by maintainingthere-
sourceutilization of systemresourceswithin the speci-
�ed utilization boundseven under�uctuating work loads,
therebyensuringsystemstability and delivering effective
QoS.

The lessonslearnedby applying HiDRA to our target
trackingsystemthusfar include:

� HiDRA's Control-theoreticapproachesyielded in an
adaptiveresourcemanagementarchitecturethat can
gracefullyhandle�uctuations in resourceavailability
and/ordemandfor openDRE systems.

� The formalismof a resourcemanagementframework
forms the foundationfor the designandimplementa-
tion of a resourcemanagementframework basedon
control-theoreticprinciples. Moreover, usingthe for-
malism, stability analysisof the systemcan be per-
formedto obtain theoreticalguaranteesaboutsystem
performance.

� Developingapplicationsthat have variousparameters
thatcanbe�ne-tunedto modify theapplicationopera-
tion andutilization of systemresourcesaid in achiev-
ing higherQoSof applications.This alsoenablesin
maintainingthesystemresourceutilization within the
desiredbounds.
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