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The emergence of blockchains and smart contracts has 

renewed interest in electrical cyberphysical systems, especially 

transactive energy systems. To address the associated 

challenges, we present TRANSAX, a blockchain-based 

transactive energy system that provides an efficient, safe, 

and privacy-preserving market built on smart contracts. 

In the last decade, there has been an emphasis on 
decentralizing the operations of electrical power 
grids1 due to their vulnerability to natural disas-
ters, such as Hurricane Maria, and cyberthreats, 

such as the Ukraine power grid attack. In the absence 

of centralized control, the “prosumers” (customers with 
both electrical energy production and consumption 
capability) can collaborate to dynamically balance the 
demand and supply across their microgrids, improving 
system reliability. However, this requires a financial 
market at the distribution level, where participants can 
trade energy assets. It also requires control strategies to 
keep local energy sources stable due to the low system 
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inertia compared to a conventional 
grid.2 This is the main concept behind 
transactive energy systems (TESs).3

Prosumers that change consump-
tion (demand response) as part of mar-
ket-based transactive control were 
demonstrated in the Olympic Penin-
sula Project4 in 2006. Both local pro-
duction and consumption in a limited 
“transactive” system were demon-
strated by the LO3 project in Brooklyn.5 
There are ongoing studies, such as the 
work done by Wörner et al.6 in a town 
in Switzerland.

However, large-scale deployments 
are still missing. The primary reason 
for this is the complexity of integra-
tion among financial markets, pre-
dictive algorithms, information plat-
forms, and physical control. While 
the research community has made 
progress in managing the control of 
the system7 and developing predic-
tive algorithms,8 integration with a 
decentralized information architec-
ture and market remains a challenge 
due to problems of trust, correctness, 
and privacy.

Our research team—and several 
other teams, as shown by a recent 
survey9—proposed addressing the 
challenges of trust in TESs through 
the use of blockchains. The motiva-
tion behind this is, in part, due to 
the success of Bitcoin, a prototypica l 
e x a m p l e  a p p l i c a t i o n  o f  b l o c k-
chains. Bitcoin stores transactions 
in a public distributed ledger, which 
is called a blockchain because the 
records are stored in blocks that are 
cryptographically linked to previous 
blocks, forming a chain. Any entity 
can read the ledger; however, to 
append a new block to the ledger, the 
Bitcoin network uses a probabilistic 
consensus protocol based on proof of 
work (PoW). This consensus protocol 

solves both trust and fault-tolerance 
issues since the majority of partic-
ipants will reach consensus on the 
ledger state. Fur ther, it provides 
censorsh ip-resista nt, i m mutable, 
t a m p e r- p r o o f ,  a n d  t r a n s p a r e n t 
transactions, thus enabling trusted 
transactions without a trusted third 
party. Enabling trusted transactions 
without a trusted third party is a 
crucial factor for TESs. Some block-
chain implementations also enable 
pa r t icipa nts to i mplement sma r t 
contracts—programs that are stored 
and executed by t he blockchain 
network, benefiting from its trust 
properties.

W h i le t he idea of i nteg rat i ng 
blockchains into TESs is conceptu-
ally appealing, there are several chal-
lenges that must be addressed before 
protocols and implementations can 
live up to their potential. In this arti-
cle, we describe several of the key chal-
lenges that prevent the widespread 
adoption of decentralized TESs. Then, 
we present TRANSAX, our solution 
for implementing blockchain-based 
T E S s a n d s h o w h o w i t  a d d r e s s e s 
these challenges.

CHALLENGES FOR 
BLOCKCHAINS IN TESs
The key challenges of using block-
chains in TESs can be summarized as 
1) code complexity and immutability; 
2) privacy issues; 3) high computa-
tion costs, especially when trying to 
process complex market operations 
through smart contracts; 4) integra-
tion challenges due to a lack of suit-
able patterns to interact with physical 
devices and to ensure time synchro-
nization; and 5) security concerns of 
blockchain-based systems. Table 1 
summarizes these challenges and how 
we address them.

Code complexity and 
immutable bugs
Coding errors frequently occur due to 
incorrect assumptions about the exe-
cution semantics of smart contracts.12 
For example, Luu et al.13 analyzed 
19,366 smart contracts and found that 
8,833 contracts had one or more secu-
rity issues. These errors can result in 
devastating security incidents, such as 
the DAO attack, where US$50 million 
in cryptocurrency were stolen, and the 
multisignature Parity Wallet library 
hack, where US$280 million in crypto-
currency were lost.

Blockchain-based platforms are 
designed to provide immutability, 
which prevents the patching of smart 
contracts or reverting of malicious 
transactions. Developers can work 
around this by separating the code 
into distinct contracts, a front end and 
a back end, where the front end refer-
ences the back-end library. Then, to 
change the functionality of the front 
end, developers can simply change 
the reference to point to a new ver-
sion of the back end. However, this 
can also erode trust since a contract 
may be changed and no longer satisfy 
its original terms. In more extreme 
cases, transactions can be reverted 
via a hard fork, but this requires the 
consensus of all of the stakeholders 
and introduces security issues, such 
as replay attacks.

To tackle these security risks and 
vulnerabilities in TRANSAX, we use 
formal methods developed by our team 
to generate code from the high-level, 
graphical, and finite-state machine-
based language to low-level smart 
contract code. Rooting the whole pro-
cess in rigorous semantics allows the 
integration of formal analysis tools, 
which can be used to verify safety and 
security properties, thereby enabling 
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the development of correct-by-design 
smart contracts.

Computational efficiency
Smart contracts are not suitable for 
executing complex market mecha-
nisms because the majority of veri-
fier nodes responsible for verifying 
the computation in a given transac-
tion must perform the computation 
to ensure correct execution, mak-
ing computations very costly. This 
is sometimes referred to as on-chain 
computation. To limit the potential 
for network abuse, Ethereum sets an 
upper bound on the amount of com-
putation that may be performed in a 
single transaction.

To provide complex market func-
tionality, the computation must be 
performed off chain, and only the 
results should be evaluated and ver-
ified by the smart contract on chain. 
This is apparent in the implementa-
tion of TESs, where the trades must be 
decided optimally based on a complex 
set of equations considering the feeder 

design and various power limits. Such 
complex computations are not pos-
sible to implement in smart contract 
languages like Solidity. Therefore, we 
have developed a novel hybrid-solver 
pattern for TRANSAX where we inte-
grate external solvers with smart con-
tracts. This enables us to perform the 
computations off chain and verify 
them on the blockchain.

Privacy concerns
Although it is possible to make anony-
mous transactions with cryptocurren-
cies, energy trades may need informa-
tion that reveals the traders’ identities. 
For example, the trades must be asso-
ciated with a specific feeder to ensure 
that the maximum power transferred 
through the feeder is less than the 
rated capacity. This poses a challenge 
for privacy because a trader may need 
to reveal its location to permit con-
straint checks and validate trades.

If the information is available pub-
licly, t hen t he inference of energ y 
usage patterns can be exploited, for 

e x a m p l e ,  t o  i n f e r  t h e  p r e s e n c e 
or absence of a person in the home. 
Brenzikofer et al.14 address privacy 
while incentivizing stability through 
dynamic grid tariffs. However, their 
safety checks are limited to total 
aggregated grid load rather than per 
feeder constraints, which are essential 
in a power network. In TRANSAX, we 
use the concept of tradeable and mix-
able energy assets in a TES to provide 
a level of anonymity to the users while 
ensuring that the system calculations 
at the feeder level are still safe.

Integration concerns
Integrating legacy infrastructure with 
blockchains is challenging since most 
existing smart meters lack the compu-
tational capabilities required to par-
ticipate in a blockchain network.15 An 
alternative to directly participating 
is for the devices to send their data to 
nodes that are connected to the block-
chain network. However, this requires 
configuring each device to connect to 
a suitable gateway and mechanisms to 

TABLE 1. A summary of the challenges integrating blockchain technologies 
with power systems and our relevant contributions.

Challenge Description Contributions 

Immutable bugs The design of blockchains guarantees immutability; however, 
this means bugs are also immutable. 

Build and verify smart contracts using VeriSolid.10

Efficiency Smart contracts require all verifier nodes to replicate the 
computations in a transaction. 

Limit the computations executed on the smart contract to 
checking correctness. 

Integration Existing power grid equipment does not have the capabilities 
for managing a distributed set of blockchain nodes 
integrated with the power equipment.

Use the middleware services (time synchronization, 
discovery) of RIAPS for integration. 11

Privacy Transaction details can be open and attributable to 
prosumers. 

Energy assets, cryptographic mixing, and groups provide 
k-anonymity to prosumers while ensuring feeder level safety.

Cybersecurity Although blockchains protect against some attacks, 
adversaries can compromise information before it is 
processed by the blockchain. 

Design policies to mitigate attacks (future work). 
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handle lost connections and gateway 
failures. Moreover, while the ledger 
provides consensus on when to pro-
duce or consume power, participants 
still need to time-synchronize their 
energy transfers to avoid instabilities 
in the system.

TRANSAX solves the integration 
concerns using the Resilient Informa-
tion Architecture Platform for Smart 
Grids (RIAPS),11 a platform for build-
ing distributed, fault-tolerant smart 
grid applications. RIAPS provides 
key services, like time synchroniza-
tion and discovery. Discovery facili-
tates the integration of legacy hard-
ware with blockchain applications by 
automating the network connections 
between them via RIAPS nodes, which 
have been developed to run on low-
cost embedded devices. Each compo-
nent in the TRANSAX is either a RIAPS 
node or interfaces with a RIAPS node.

Security threats
Research on power systems security 
has investigated cyberattacks with 
different goals and strategies. Some 
attacks exploit the centralized nature 
of the system, for example, by com-
promising the utility’s network to 
access control systems (such as in the 
attacks against Ukraine’s power utili-
ties). Other scenarios consider adver-
saries that target Internet of Things 
(IoT) or smart appliances to create dis-
turbances in the system (for example, 
turning all of the air conditioners on at 
the same time).

The distributed nature of the block-
chain prevents some attacks that are 
feasible in centralized systems. For 
example, some false-data-injection 
attacks that modify a utility’s mes-
sages (such as price signals) may fail 
because the devices can verify such 
information with multiple sources 

(blockchain nodes). Hence, an adver-
sary may have to compromise mul-
tiple blockchain nodes to deceive 
smart appliances. 

However, some attacks remain. 
Since prosumers must connect to the 
blockchain-based system through 
gateway nodes, an adversary can still 
attempt to “cut off” prosumers from 
the system by targeting these gateway 
nodes and making them unavailable. 
For example, an adversary can launch 
a (d ist r ibuted) den ia l-of-ser v ice 
attack against a gateway node to pre-
vent a set of bids from arriving at the 
market on time. Using this attack, the 
adversary, who may be affiliated with 
one of the market participants, can 
increase (or decrease) market prices by 
delaying a set of lower (or higher) price 
bids. We are still in the preliminary 
stages of developing active mitiga-
tion strategies in TRANSAX to prevent 
these attacks.

TRANSAX
T R A N S A X  i s  o u r  s o l u t i o n  f o r 
enabling TESs. Its architecture can 
be seen in Figure 1, which describes 
all major components of the plat-
form (middleware layers like RIAPS 
are not shown), including key smart 
contract functions and associated 
events. Each edge includes a circled 
number, that is   # , which indicates 
the sequence. The distribution sys-
tem operator (DSO) regulates the 
m ic r og r id a n d m a rk e t .  P r o s u m-
ers are the participants that sub-
mit offers to produce or consume 
energy. Each prosumer has a smart 
meter, which is a secure device that 
measures the prosumer’s energy 
f low and sends the monthly aggre-
gate to the DSO for billing purposes. 
T he sm a r t meter a l so mon itors 
the prosumer to detect any safety 

const ra i nt v iolat ions. T he sma r t 
contract provides the information 
system, enabling communications, 
and defines the offer format as well 
as the rules for combining offers to 
form trades. The blockchain upon 
which the smart contract is deployed 
provides the storage for the smart 
cont rac t d at a. T he hybr id solver 
implements the market mechanism. 
We discuss these components and 
their interaction protocol in the 
following sections. 

Smart contracts
The market is established via a smart 
contract, which enforces the system 
constraints and checks that trades 
do not violate them. It also defines 
the system’s goal, represented as an 
optimization problem. The contract 
is deployed on a consortium block-
chain. We use an Ethereum deploy-
ment with PoW consensus currently. 
Howe ve r,  t h i s c a n b e up d ate d i n 
future. To ensure the correctness of 
the smart contract, we use VeriSolid,10 
an end-to-end, open source frame-
work for the correct-by-design devel-
opment and deployment of multiple 
interacting smart contracts for block-
chain-based single cyberphysical sys-
tems (CPSs). VeriSolid helps develop-
ers eliminate errors early at design 
time by raising the abstraction level 
and providing automated verification 
and code generation.

Integrating prosumers
The market is initialized, and con-
straints are established through the 
utility company (that is, DSO), which 
regulates who can participate in the 
market. Any new prosumer must per-
form the ➀ registerSmartMeter step, 
which specifies the asset limit for 
each prosumer based on physical 
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Function Gas Cost
registerSmartMeter 61,190
registerProsumer 22,069
postOffer 104,966
createSolution 63,385
addTrade 240,858
finalizeTrade 89,901

(b)

FIGURE 1. (a) The physical microgrid topology in TRANSAX. Every node is managed by a smart meter, which has access to the block-
chain and ensures proper billing per node. (b) The information architecture of TRANSAX and the control flow of the interaction between 
components. The gas costs for each function were estimated using the Remix editor and are shown in the inset table. The postSolution 
is a composite function that requires the solver to call createSolution followed by a number of addTrade invocations. Each addTrade 
specifies a seller, a consumer, the time interval, and the energy to be transferred. The function finalize is invoked a few intervals (can 
be configured) before the interval being finalized. The finalize call also requires the smart contract to check each trade that is part of 
that interval. The cost of single-trade finalization is shown in the inset table. This cost is paid for each finalized trade. 
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constraints and supporting infrastruc-
ture. In addition, each prosumer must 
also register itself by calling ➁ regis-
terProsumer, which specifies its feeder as 
well as the corresponding smart meter, 
after which the prosumer can partici-
pate in all future trading intervals. The 
DSO is also responsible for making any 
changes to the systems’ constraints 
(energy capacity of the feeders) stored 
in the blockchain and updating the 
smart contract if required.

The hybrid-solver pattern
To achieve the system’s goal, the 
market must solve an optimization 
problem. In the default implementa-
tion, we maximize the energy traded 
within the microgrid. This can be for-
mulated as a mixed-integer linear pro-
gram. However, other optimization 
formulations are available.16 Solving 
these optimizations is impractical 
with smart contracts. Thus, we use a 
hybrid-solver architecture, where spe-
cialized off-chain solver nodes access 
the offers stored within the block-
chain and find possible solutions to 
the market’s optimization problem. 
(We use IBM CPLEX to implement the 
solvers.) The solvers submit the pro-
posed solutions to the market by call-
ing ➅ postSolution.

The smart contract implements a 
trade verifier that computes whether 
a proposed trade is feasible. Using the 
system utility function defined in the 
smart contract, the proposal is then 
evaluated to determine its quality. 
Since there are many off-chain solvers, 
the verifier receives many solutions 
and keeps only the best one. Each off-
chain solver is free to use any algorithm 
to pair offers, but it will be inclined to 
submit trades that the smart contract 
will select. Additionally, having many 
off-chain solvers means that reliability 

is preserved, since the market contin-
ues to function as long as one submits 
a valid solution. Together, the solvers 
and smart contracts provide compu-
tation efficiency and ensure that sys-
tem constraints are not violated.

Providing privacy while 
ensuring safety
Both when an offer is made or a trade 
(specifying the net energy a prosumer 
has to produce or consume in a final-
ized interval) is computed and submit-
ted by a solver, the smart contract ver-
ifies that no hardware constraints are 
violated. For example, each prosumer 
is limited in the amount of power that 
can be transferred through its line. 
This limitation is recorded through 
the smart contract when the DSO regis-
ters the smart meter for the prosumer. 
Similarly, each feeder has a protection 
relay that ensures the net load con-
nected to that feeder remains below a 
certain limit. When a set of consumers 
connected to a feeder sends its offers, 
the smart contract can check that the 
aggregated load imposed by those 
consumers on the feeder is below the 
safety limit. When multiple feeders 
are connected to each other in a radial 
pattern and the power is transferred 
from one feeder to the others (for a set 
of matched trades in an interval), we 
approximate the load flow using the 
superposition principle. That is, we 
aggregate the net load for each feeder 
line per power source and ensure that 
the total cumulative load is below the 
feeder safety limit. The safety limit is 
calculated by accounting for any line 
drops that might occur. Note that the 
drops are negligible if the line distances 
are short, as found in communities.

However, if the participants in the 
trade are anonymous for the sake of 
privacy, then the smart contract can no 

longer verify the system’s constraints. In 
this scenario, a prosumer could behave 
maliciously and destabilize the grid 
without fear of repercussions due to the 
anonymity. To reconcile the dichotomy 
between ensuring grid stability and 
privacy, we implement energy assets, 
which represent permissions to buy or 
sell some amount of energy during a 
fixed time interval. During an inter-
val, offers are made to exchange energy 
in future intervals, while energy is 
exchanged according to previous trades. 
To make offers for a given interval, a pro-
sumer must have unused assets avail-
able for that interval.

To trade privately, the prosumers 
transfer their assets from their pub-
lic accounts to anonymous ones using 
a mixing service,17 which collects 
all offers from within a feeder and 
mixes them. This ensures that anon-
ymous accounts are not associated 
with a specific prosumer but, rather, 
a specific feeder. Therefore, when 
trades are made using an anonymous 
account, feeder constraints can still 
be enforced by the smart contract, and 
prosumer constraints are enforced by 
the energy assets.

To increase privacy, we allow the 
feeders to form groups. Before submit-
ting their offers, groups of prosum-
ers can create anonymous addresses 
using a mixing protocol (see step ➂). 
This protocol combines the credentials 
of several prosumers providing k-ano-
nymity, that is, each address cannot be 
associated with a particular prosumer. 
The group then transfers assets from 
their public addresses to these anon-
ymous addresses, which are used for 
making energy trading offers. Pro-
sumers that participate in the mixing 
protocol must share their public block-
chain address and a public key with 
the other prosumers.
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Forming a group requires con-
structing a group constraint to ensure 
that trades within and across groups 
are safe. This approach sacrifices some 
trading efficiency to allow prosum-
ers to have anonymity at the group 
level while still ensuring that trades 
are safe. The efficiency loss occurs 
when a trade that would otherwise be 
safe is rejected. This could occur if the 
limit for exchange within a feeder was 
greater than across the feeder, and two 
feeders have formed a group. Then, 
since the system cannot distinguish 
between trades within or across feed-
ers, it must assume the lower limit. A 
system integrator can choose to create 
groups of one prosumer each, which 
will ensure that the system will work 
with the highest efficiency possible—
but without any privacy.

Market protocol
Figure 1 describes the interaction 
sequence. The smart contract accepts 
offers for future trades during fixed 
time intervals (for example, every 
15 min). The prosumers submit offers 
using the available energy assets (with-
drawn from the smart meter) by calling 
➃ postOffer, specifying the quantity 
and intervals during which the energy 
is available (for example, prosumers 
with storage capability have more 
flexibility to execute the trades). Off-
chain solvers monitor the blockchain 
data structure for ➄ OfferPosted events 
and construct potential trades with the 
offers submitted. The solvers propose 
potential solutions by calling ➅ post-
Solution, which include the number 
of trades, total energy traded, specific 
offers included, and parties involved 
in the trades. The prosumers monitor 
the blockchain for ➆ SolutionPosted 
events to determine whether their offers 
have been matched. Any unmatched 

assets are deposited back into the smart 
meter, enabling future offers.

The smart contract ranks the pro-
posed solutions and accepts the best. 
The DSO calls ➇ finalize, which closes 
the market, that is, instructs the smart 
contract to reject additional offers 
and solutions for the current interval. 
This function emits the ➈ Finalized 
event to the blockchain data struc-
ture and also emits the final trades. 
Smart meters keep a balance of the 
future trades and, when the exchang-
ing interval arrives, measure ➉ actual 
energy transfer and check that it does 
not violate the safety constraints. The 
smart meter also computes the differ-
ence between the actual energy flow 
and the flow covered by trades to com-
pute the prosumer’s  bill, which it 
sends to the DSO on a monthly basis.

Multi-interval futures
If enabled, the platform allows the 
prosumers to specify start intervals 
and future end intervals for their 
offers. To understand the benefit of 
this, consider two producers P1 and P2 
and a consumer C. Let us assume that, 
during a particular interval (j), P1 can 
provide 10 kWh, while P2 can provide 
30 kWh and also has battery storage, 
which enables it to transfer the net 
energy across several future inter-
vals. If C needs to consume 30 kWh in 
interval j and 10 kWh in interval j + 1, 
then, if we use a single interval mar-
ket, P2 may be matched to provide the 
full amount; however, this means that 
the demand in interval j + 1 will not 
be satisfied.

In a futures market, if the offer of P2 
was valid for j + 1, then the first trade 
for j will use only 20 kWh from P2, 
leaving 10 kWh for the next interval, 
maximizing the energy transferred. 
The challenge of a futures market, 

though, is the increased optimization 
complexity. TRANSAX is able to han-
dle it because we separate the solver 
from the smart contract.

Security concerns
Blockchain-based markets prevent 
some of the cyberthreats, as the dis-
tributed nature of the system prevents 
a single point of failure. Thus, an 
adversary would need more resources 
to spread false prices, as shown for a 
nonblockchain system by Barreto and 
Koutsoukos.18 Further, the authen-
tication of prosumers prevents some 
false-data-injection attacks. More-
over, authentication and auditabil-
ity create some accountability in the 
market; hence, prosumers may adopt 
better security practices.

In practice, IoT devices lack resources 
that are required for participating 
in the computing-intensive consen-
sus algorithms of many blockchains. 
Thus, prosumers have to connect to 
a blockchain-based system through 
gateway nodes, which creates a poten-
tial point of failure. For example, an 
adversary can launch a (distributed) 
denial-of-service attack against a gate-
way node to prevent a set of bids from 
arriving at the market, changing the 
market’s equilibrium.

Delays in buyers’ bids can also ben-
efit the adversary because missing 
bids may lead to overestimation of the 
unresponsive loads. In other words, 
the DSO may assume that the prosum-
ers that do not submit bids may accept 
any price. In such cases, the demand 
curve changes, reflecting a higher 
willingness to pay for energy, which 
raises the prices.

To mitigate this, when a prosumer 
submits an offer, it can resubmit the 
bid to another gateway if it does not 
receive a confirmation within the 

Authorized licensed use limited to: Vanderbilt University Libraries. Downloaded on December 23,2020 at 20:16:51 UTC from IEEE Xplore.  Restrictions apply. 



 S E P T E M B E R  2 0 2 0  73

expected time frame. The amount of 
time that a prosumer should wait 
to submit a bid depends on how fre-
quently the blockchain blocks are 
generated. Another method to reduce 
the effectiveness of these attacks is to 
submit to gateways selected at ran-
dom so that the adversary has less 
control over which offers are dropped, 
as shown by Barreto et al.19 

Correctness concerns
We use VeriSolid10 to develop the 
TRANSAX smart contract. VeriSolid 
is an end-to-end, open source frame-
work for the correct-by-design devel-
opment and deployment of multiple 
interacting smart contracts for block-
chain-based CPSs. VeriSolid helps 
developers eliminate errors early at 
design time by raising the abstraction 
level and providing automated verifi-
cation and code generation.

The VeriSolid verification approach 
can detect typical vulnerabilities, but 
it may also detect any violation of the 
required properties. In principle, a con-
tract vulnerability is a programming 
error that enables an attacker to use a 
contract in a way that was not intended 
by the developer. To detect atypical vul-
nerabilities, developers must specify 
the intended behavior of a contract. 
VeriSolid enables developers to specify 
the intended behavior in the form of 
safety and liveness properties, which 
capture important security concerns. 
Properties established at any step of the 
VeriSolid design flow are preserved in 
the resulting smart contracts, guaran-
teeing their correctness.

For example, in the TRANSAX 
smart contract, we checked that the 
postSellingOffer or postBuyingOffer 
cannot happen for an interval that has 
been finalized. We also checked that a 
new prosumer can only be registered if 

the TRANSAX is in setup mode, and, 
during this mode, all trading is halted.

Example
To illustrate effectiveness, we devel-
oped a closed-loop simulation (see 
Figure 2) using OPAL-RT, a high-fidel-
ity, real-time power systems simula-
tor. The case study has 10 feeder lines, 
passive loads, and four prosumers. 
Though not shown in the figure, the 
prosumer software and the TRANSAX 
software run separately on a cluster of 
BeagleBones and interact in real time 
with the simulator.

Prosumers made offers, repre-
sented by the faded bars, for each 
interval. TRANSAX then found energy 
trade solutions for each interval, rep-
resented by the opaque bars, which 
resulted in overall mitigation of the 
load on the DSO (the remaining load 
is the gap between the offer and the 
actual trade). When matching offers 
to find trades, the solvers find solu-
tions for many future intervals. This 
improves resilience to solver failure. 
Additionally, since the goal of the 
solver is to maximize the total energy 
traded, the solvers resolve when new 
offers are posted.

Figure 2 also shows how the trades 
evolved for interval 47 (chosen as an 
example). The magnitude did not 
change because no new offers were 
posed for interval 47 after the solver 
began matching offers (in interval 43) 
and because the posted offers were 
valid only for interval 47, eliminat-
ing the potential for shifting trades 
to a later interval. However, since new 
trades for other future intervals were 
added (not shown), the total energy 
traded continued to increase. This is 
why new solutions were accepted, and 
the trade composition evolved, that 
i s ,  t he cont r ibut ion of pros u mer 

101 decreased and, it was replaced by 
prosumer 102. We also note that pro-
duction exceeds consumption after 
interval 40. Since the consumption 
does not again exceed production in 
this example, the stored energy does 
not make a difference in improving 
trading efficiency in future intervals. 
However, readers can refer to Laszka 
et al.20 for an example of this.

Scalability
The scalability of TRANSAX is limited 
by the number of transactions that 
the distributed ledger supports as 
well as the complexity of the multi-
ple solvers integrated into the market. 
The optimization complexity is deter-
mined by the number of feeders and 
intervals that the platform looks into 
the future while matching trades. 
T h e  l a r g e s t  s y s tem processed by 
TRANSAX is a 102-home community, 
as described Laszka et al.20 The maxi-
mum time taken by solvers was fewer 
than 5 s to solve for the whole system 
during peak production. The increas-
ing solver time is the result of increas-
ing problem complexity, which is cor-
related with the number of variables 
and constraints in a problem, which, 
in turn, correlates with the number of 
selling offers.

E lectricity markets based on 
blockchains inherit some desired 
properties, such as decentral-

i z at ion , robu s t ness,  a nd sec u r it y 
(authentication, data integrity, and 
auditability). However, the character-
istics of blockchains and the require-
ments of electricity markets also cre-
ate significant challenges, including 
privacy, computation efficiency, and 
integration concerns. Security and 
correctness concerns also exist.
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FIGURE 2. (a) The microgrid used in the case study. Prosumers 103 and 104 are consumers. Prosumers 101 and 102 produce 
energy. Other loads are passive and supplied by the utility. (b) The offers and subsequent trades made in the system. Lighter colors 
represent the offers that were made in an interval by a prosumer. Darker colors represent the actual trades that were matched and exe-
cuted through TRANSAX in an interval. (c) The objective and trades for an interval evolve over time before the interval is finalized. Xfmr: 
transformer; R: resistor; L: inductor; D: diode. 
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In this article, we described our 
solution called TRANSAX for imple-
menting TESs. It integrates external 
solvers to reduce the computation load 
on smart contracts. The consensus 
algorithm is limited to the verification 
of trades calculated by external solv-
ers, which means that prosumers can 
participate in the market with minor 
adjustments to their transactive tech-
nologies. This is important because 
most prosumer IoT devices or smart 
appliances have limited resources.

The ability to support multiple 
external solvers also improves system 
reliability and enables the prosumers 
to post offers for a range of future inter-
vals. This improves trading efficiency 
when compared to typical markets. 
We provide privacy by using the con-
cept of tradeable and mixable energy 
assets. The integration and correctness 
concerns are handled by a middleware 
called RIAPS and formal design tool we 
have developed called VeriSolid. In the 
future, we plan to assess the scalability 
of this decentralized market and ana-
lyze potential vulnerabilities to cyber-
attacks. 
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