
A ccording to one of the widely accepted defini-
tions, cyberphysical systems (CPSs) are engi-
neered systems where functionality emerges 
from the networked interaction of computa-

tional and physical processes. The tight integration cre-
ates novel systems with revolutionary impacts. This is 
evident in autonomous vehicles, military platforms, intel-
ligent buildings, smart energy systems, robots, and smart 

medical devices. Emerging indus-
trial platforms such as the Internet 
of Things (IoT) are triggering a gold 
rush toward new markets and cre-
ating societal-scale systems that, in 
addition to the synergy of computa-
tional and physical components, in-
teract closely with humans (H-CPSs).

A profound revolution driven by 
technology and market forces is turn-
ing whole industrial sectors into pro-
ducers of CPSs. This innovation is not 
about adding computing and commu-

nication equipment to conventional products where both 
sides maintain separate identities. It is about merging com-
puting and networking with physical systems to create new 
capabilities and product qualities. Whether we recognize it 
or not, we are at the center of this overwhelming change.

Complex H-CPSs abound in modern society, and it is not 
surprising that they are a target for attacks. High-profile 
attacks have been reported in a broad range of systems. 
For example, researchers have demonstrated the ability 
to compromise modern automobiles with cyberattacks 
that can lead to catastrophic physical consequences.1 Even 
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under normal conditions, CPSs face 
complex issues crosscutting many dis-
ciplines. Adding cyberattacks in all 
their insidious variety creates a mas-
sive challenge that cannot be neglected 
due to the potential consequences.

H-CPSs can be organized into ab-
straction layers dictated by the het-
erogeneity of their component tech-
nologies. Figure 1 shows a simplified 
view of abstraction layers with distinct 
architectures, design patterns, compo-
sition principles, and vulnerabilities. 
The physical layer embodies physical 
components and their interactions. The 
two cyberplatform layers, network and 
service platforms, comprise the digital 
hardware side and include the networks 
and computation platforms that interact 
with the physical components through 
sensors and actuators. The application 
layer makes up the software components 
that provide the desired functionality 
and interfaces. Humans are directly in-
volved in system operation and affect its 
properties, for example, as operators of 
vehicles and consumers of services or as 
adversaries that seek to compromise the 
system and cause disruption.

The abstraction layers are associated 
with technologies that have specific vul-
nerabilities and attack vectors. A criti-
cal implication of such complex layered 

architecture is that the attack surface 
is very large and heterogeneous. At-
tacks can include physical destruc-
tion, network spoofing, malware, data 
corruption, and others. Further, attacks 
are not isolated to a single layer because 
cross-layer interactions propagate their 
impact. Attacks on the physical layer 
can cause anomalies on cyber layers. 
For example, blocking cooling mecha-
nisms may lead to circuits overheating 
that, in turn, may cause a shutdown 
of services implemented by impacted 
processors. Similarly, cyberattacks can 
have a physical impact. For example, 
integrity attacks on sensors may cause 
incorrect actuation, leading to cata-
strophic system failures.

CPS security and resilience have at-
tracted considerable attention. Be-
cause of their heterogeneity and com-
plexity, existing methodologies are very 
diverse with different objectives, spec-
ifications, and constraints, resulting in 
a broad body of knowledge.2 Scientific 
methods are being used in research ef-
forts to shape technology, practice, and 
policy in protecting systems from at-
tackers, detecting intrusions, and recov-
ering from compromises. However, sci-
entific methods remain underutilized, 
and they do not adequately address the 
interdisciplinary sociotechnical aspects. 

Beyond the complex structure and in-
teractions, security and resilience prop-
erties emerge from complex interrela-
tionships between engineered systems 
and humans; they are not explained by 
understanding the individual elements 
of the system and are highly dynamic 
in response to changing environments 
and circumstances. A systems science 
of secure and resilient CPSs is needed 
that brings together interdisciplinary 
research with the goal of identifying, ex-
ploring, and understanding patterns of 
complexity across disciplines and appli-
cation domains.

DEVELOPING SECURE AND 
RESILIENT CPSs
Securing CPSs requires developing the 
principles for security and resilience 
and using t hem for system design 
and management. Methods and tools 
based on system and game theory, for-
mal methods, data science, incentive 
engineering, social science, and psy-
chology must be combined to develop 
integrated solutions that increase our 
understanding of complex interrela-
tionships, anticipate future conditions, 
and support decision and policy mak-
ing. In particular, a systems science 
seeks intellectual advances in which 
underlying theories are integrated and 
abstracted to develop explanatory mod-
els. Such explanatory models derived 
from the underlying theoretical foun-
dations lead to testable hypotheses. Hy-
potheses are tested using analysis tools 
as well as simulation and experimen-
tation testbeds to gain a greater under-
standing of attacks and defenses. Based 
on collected evidence supporting or fal-
sifying the hypotheses, new insights 
are obtained, allowing the explanatory 
models to be refined or updated and, in 
turn, used for formulating and analyz-
ing new hypotheses.

Such an approach involves signifi-
cant challenges that are compounded 
due to significant semantic gaps be-
tween 1) the scientific methods used in 
different disciplines (engineering, pol-
icy, economics, and psychology) that are 
needed to investigate the hard problems FIGURE 1. The H-CPS abstraction layers.
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and 2) the different models and repre-
sentations across abstraction layers and 
application domains. These challenges 
call for a systems science that seeks an-
swers to fundamental questions, includ-
ing the following: 

 › What are the analytical ap-
proaches to model and compose 
system elements, policies, 
humans, and adversaries at 
different layers?

 › What are the common se-
mantic domains in which the 
cross-layer interactions can be 
described, constrained, and used 
to compose global security and 
resilience properties?

 › What are the theoretical foun-
dations to analyze the dynamics 
of CPSs that evolve based on 
policies, constraints, interac-
tions, and malicious tactical and 
strategic adversaries?

 › What is the theoretical frame-
work that relates the security 
metrics of local models to those 
of the global system for different 
operating conditions?

Transforming the security and re-
silience of CPSs from a high-risk man-
agement practice into an engineering 
discipline based on systems science is 
a significant challenge requiring a col-
laborative and integrative effort. The 
potential impact is broad and includes

 › developing a systematic body 
of knowledge with both strong 
theoretical and empirical under-
pinnings using simulation and 
experimental testbeds to drive the 
engineering of secure and resilient 
CPSs that can resist cyberattacks

 › an increased understanding 
of complex system design and 
integration, which is the key 
enabler for building a secure and 
resilient CPS

 › establishing the principles for 
scalable secure computing and 
network platforms for CPSs as 
well as automated methods 

for reasoning about their 
security properties.

FOUNDATIONS OF CPS 
SECURITY AND RESILIENCE
The basic components of information se-
curity are confidentiality, integrity, and 
availability, and these have been used 
extensively to shape the science and 
technology of computer security. What 
are the main components of CPS security 
and resilience? How can we shape re-
search efforts in developing secure and 
resilient architectures? How do we orga-
nize, analyze, integrate, and evaluate the 
broad range of available techniques?

Security and resilience can be achieved 
by either passive or active methods. 
Passive methods aim to establish proper-
ties that are inherently robust against 
classes of uncertainties and secure 
against cyberattacks. Examples include 
decreasing safety and security risks by 
increasing safety margins, hardening 
access control policies, or using longer 
encryption keys. Active methods refer 
to the ability of a system to respond to 
attacks that imply some form of reflex-
ive or deliberative control. Reflexive 
methods employ a monitor-response 
scheme, while deliberative  methods 
expand anomaly detection with root 
cause analysis, isolation, recovery plan-
ning, and mitigation actions using de-
tailed information about the structure 
and expected behavior of the system. 
A systems science aims at analyzing, 
designing, and integrating passive and 
active methods for improving the secu-
rity and resilience of CPSs.

This problem is particularly hard 
because cyberattacks may be coordi-
nated on different layers and combined 
with physical attacks to achieve maxi-
mum damage. A necessary but chal-
lenging step is to develop a framework 
for modeling cyber- and cyberphysical 
attacks at multiple abstraction layers. 
Attack models integrated with system 
models can be used to develop meth-
ods to improve security and resilience 
by determining investments in vari-
ous security mechanisms. To capture 
both the physical and cyber aspects, 

the framework must build on multiple 
disciplines that include CPSs, game 
theory, and network theory. Optimal 
strategies in the presence of malicious 
attacks can be designed and analyzed, 
starting with passive resilience meth-
ods, before considering more complex 
dynamic and adaptive defenses based 
on reflexive and deliberative methods.

RESILIENT MACHINE 
LEARNING IN CPSs
CPSs increasingly make use of ma-
chine learning (ML) to enable auton-
omous or semiautonomous decision 
making in complex environments as 
well as to improve security and resil-
ience. However, ML techniques them-
selves can exhibit vulnerabilities to 
attacks that manipulate observations 
of the environment or data set used to 
train the ML models, leading learning 
algorithms astray with potentially cat-
astrophic consequences.3

CPS vulnerabilities can be miti-
gated by intrusion detection systems 
(IDSs) that determine whether a par-
ticular pattern is caused by normal 
operation or malicious attacks.4 IDSs 
can be constructed using either unsu-
pervised anomaly detection or super-
vised techniques in which past known 
attacks, or synthetic cyberattacks, are 
used in addition to observed normal 
behavior. The main challenge in CPSs 
is that the adversary can modify the 
system behavior to appear similar to 
normal and, at the same time, com-
promise a subset of sensors so that the 
attack cannot be detected. Other novel 
attacks are also possible. Moreover, 
ML is increasingly used for learning 
control behavior based on observa-
tions from extensive experiments. 
For example, in autonomous driving, 
streaming visual data are used to de-
termine the state of the environment 
and map observations to steering and 
speed control actions. A major con-
cern is that the visual data may be cor-
rupted by an adversary, for example, 
by placing carefully crafted stickers 
on road markings and signs to induce 
catastrophic mistakes.5
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Central problems include the de-
velopment of foundations for the 
vulnerability assessment of ML algo-
rithms used in CPSs and algorithms 
for the identification and analysis of 
exploitable vulnerabilities. Adversar-
ial models of attacks involving cyber 
and physical components are also an 
important problem and must consider 
coupled attacks. These can involve  
integrity or denial-of-service attacks 
on sensor measurements and evasion 
attacks that minimally modify adver-
sarial behavior to make it appear more 
benign. Another goal is to develop the 
algorithmic foundations of resilient 
ML in CPSs. Game theory methods, for 
example, are promising for coupled 
sensor selection, feature selection, 
and iterative adversarial retraining. 
Effective attacks are generated using 
the models developed and then added 
to training data to introduce examples 
that the ML approach must correctly 
categorize as malicious. Resilient ML 
algorithms in the context of poisoning 
attacks on training data, especially 
involving integrity attacks on sensors, 
can be developed potentially by lever-
aging redundancy of information pro-
vided by different sensors.

METRICS-DRIVEN, 
SIMULATION-BASED 
EVALUATION
Heterogeneity and the richness of 
interactions among components are 
the key challenges for evaluating 
security and resilience in CPSs. For 
some approaches, analytical meth-
ods are available for certain attack 
classes. For example, passivity-based 
design can be used to analyze the re-
silience of stability in the presence of 
denial-of-service attacks.6 However, 
this is an exception, and simulation/
emulation-based evaluation is typ-
ically the main option. In general, 
what makes the evaluation of security 
and resilience challenging is its con-
text dependence. Evaluation makes 
sense only for a well-defined property 
against well-defined attack classes in a 
given environment.

Simulation-based experiments are 
an integral part of developing a sys-
tematic body of knowledge with both 
strong theoretical and empirical un-
derpinnings to inform the engineering 
of a CPS that can resist cyberattacks. 
Simulation-based evaluation must use 
metrics that quantify the degradation 
of selected properties of system-level 
behavior in different mission con-
texts. However, the overall CPS behav-
ior emerges from interactions between 
multiple heterogeneous abstraction 
layers. As illustrated in Figure 1, at-
tacks can be deployed in different sys-
tem layers, and their effects can propa-
gate in the implementation hierarchy. 
The basic tenet of simulation-based 
experiments is to build and evaluate 
executable models for capturing such 
interactions. Important details about 
the execution of physical or cyberat-
tacks cannot be ignored. Such details 
include the formation of network 
packets, routing information, or op-
erating system-level behavior of indi-
vidual nodes. This requirement is in 
conflict with providing a truly generic, 
technology neutral, and executable 
adversarial language that captures 
only abstract high-level domain con-
cepts since the simulation of physical 
and cyberattacks relies on the details 
of the implementation infrastructure. 
The consequences are significant not 
only for the necessary capabilities 
of the simulation testbed but also in 
terms of designing and configuring 
experiments. The selected system prop-
erties and attack types strongly in-
fluence the levels of abstraction to be 
used. In some cases, the required level 
of simulation fidelity may not be fea-
sible, and using hardware-in-the-loop 
testbeds is the only possibility.

A CPS modeling and integration 
platform has been developed for the ex-
perimental evaluation of resilient sys-
tem design in traffic control systems.7 
The evaluation of resilience is based 
on attacker–defender games using 
simulations of sufficient fidelity. The 
platform integrates 1) realistic models 
of cyber and physical components and 

their interactions, 2) cyberattack mod-
els that focus on the impact of attacks to 
CPS behavior and operation, and 3) op-
erational scenarios that can be used for 
evaluation of cybersecurity risks. The 
heterogeneity required for modeling 
and simulation of CPSs is addressed by 
the model, tool, and execution integra-
tion platforms. The model integration 
platform incorporates theories, meth-
ods, and tools for formally specifying 
domain-specific modeling languages, 
metamodels, and model transforma-
tions. The tool integration platform 
includes an integration framework for 
simulators based on High Level Archi-
tecture 0.8. The execution integration 
platform includes a range of tools for 
cloud- or desktop-based deployment. 
Using the integration platforms, tool-
kits are used for the rapid configura-
tion and integration of domain-spe-
cific CPS design studios, simulators, 
and analysis tools.9 An important con-
clusion of this research has been that 
semantically rigorous composition of 
heterogeneous component models is 
feasible; however, it can quickly result 
in model sizes that cannot be simu-
lated or formally analyzed due to their 
excessive complexity.

A systems science of secure and 
resilient CPSs brings together 
interdisciplinary research with 

the goal of identifying, exploring, and 
understanding patterns of complexity 
that cross disciplines and application 
domains. The objective is to develop 
a systematic body of knowledge with 
strong theoretical and empirical un-
derpinnings and inform the engineer-
ing of secure and resilient systems that 
can resist not only known but also un-
anticipated attacks. 
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